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A MESSAGE FROM THE COMMISSIONER

As part of the U.S. Food and Drug Administration’s (FDA) mission (o promote and protect the public
health, the agency must be prepared to deal with a multitude of different types of emergencies that can
involve, impact, or require the use of FDA-regulated products. The FDA Emergency Operations Plan
(EOP) provides a framework for the agency to prepare for, prevent, miligate, respond to, and recover
from emergencies. Whether a natural disaster, foodborne illness outbreak, contaminated drug or biologic,
faulty medical device, harmful pet food, influenza pandemic, or a national event such as the presidential
inauguration, FDA must provide a coordinated response across field and headquarters organizational
components,

This EOP describes FDA’s overall role and responsibilities as well as those of its individual Centers and
Offices relative to emergencies. 1t addresscs the state of readiness required 1o monilor polential public
health risks associated with FDA-regulated products. The EQF also outlines agency procedures for
responding to and managing complex and life-threatening incidents that require extensive resources and
coordination.

The revised FDA EOP contains several new elements. This plan:

s Incorporates agency organizational structure changes made since 2010 to more accurately reflect
agency responsibilities, subject matter expertise, and mandates,

® Follows the puidance provided within Presidential Policy Directive 8 (PPD-8): National
Preparedness, which provides for the Nation's [ramework. strategy, objectives, and requirements
for emergency preparcdness, response, and recovery.

e Ensures the agency’s alignment with frameworks issued under PPD-8, including prevention,
mirigation, response, and recovery.

e Eliminates the Crisis Management Annex. Relevant procedures of the Annex have been
incorporated into the base plan Lo ensure a unified approach to all levels of incident scope and
severity.

The TDA EOP is a living document thar will be updated regularly to retlect organizational and policy
changes, improvements in national incident management best practices and structures, and lessons learned
from real-world incidents and exercises. For example, this revised plan features an updated and expanded
annex to address processing mission assignment sub-taskings during disasters.

With FTXA’s unique combination of public health and regulatory response roles, there are few types of
emergencies that would not call for some level of involvement on the part of FDA. Effcetive response
hinges upon well-trained leaders and responders whe have invested in response preparedness; therefore.

1 strongly urge agency stafT (o become familiar with this plan hefore the next emergency occurs.
Individuals with a greater understanding of the agency’s roles and responsibilities in an emergency or
significant incident will be better prepared to serve the public.

Any questions regarding this FDA EQP can be directed to the Office of Crisis Management/Emergency
Planning, Exercise, and Evaluation Staff (OCMExercisesandEvaluations@fda hhs. gov).

- oy

Y

P vy b oo /r’
o AT

“

Margaret A, Hamburg, M.D.
Commissioner of Food and Drugs
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http://www.fda.gov/downloads/EmergencyPreparedness/EmergencyPreparedness/UCM230973.pdf

An electronic version of the FDA EOP and its annexes
can be found on the FDA.gov website at
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FDA Emergency Operations Plan _/é'

A. INTRODUCTION

For purposes of this plan and its supporting annexes:

An incident is defined as: An occurrence or event, natural or manmade, that requires the attention of
the U.S. Food and Drug Administration (FDA). At the incident level, FDA is aware of the
circumstances, is monitoring and assessing the situation, and is determining whether it has
regulatory authority over the incident. FDA may initiate response operations as described in this
plan as appropriate. Any incident may evolve into an emergency.

An emergency is defined as: An unforeseen occurrence or a combination of circumstances that
poses a significant risk to public health and that involves the safety, efficacy, and security of human
and veterinary medicines, biological products, medical devices, our Nation’s food supply, cosmetics,
products that emit radiation, and tobacco products that call for immediate actions by FDA staff.

Since each emergency situation is unpredictable and dynamic, and any incident has the potential to
escalate into an emergency, this plan will use the terms “incident” and “emergency” interchangeably.

Emergencies and disasters, whether natural or manmade, accidental or intentional, have the potential to
cause adverse health and safety effects for large segments of the human and animal populations. In order
to mitigate the consequences of such incidents, FDA must possess the resources and capabilities
necessary to prevent, prepare for, protect against, and rapidly and effectively respond to and recover from
all hazards. A planned and coordinated approach to emergency operations by FDA organizational
components in support of Federal, State, local, tribal, and territorial (SLTT) government, with assistance
when appropriate from foreign counterparts and international partners, can save lives and ensure that
critical public health and medical needs are met.

This FDA Emergency Operations Plan (EOP) and its annexes are an all-discipline, all-hazards plan that
establishes a single, comprehensive framework for the FDA’s management of incidents. It provides the
measures, operating structures, roles and responsibilities, and mechanisms for direction and coordination
of FDA resources before, during, and after disease outbreaks, terrorist attacks and other criminal acts,
natural disasters, and any other incidents associated with FDA-regulated products that pose a risk to
human or animal health.

This FDA EOP is compatible with the scalable, flexible, and adaptable Federal Government emergency
coordinating structures of the National Response Framework (NRF); is consistent with the concepts,
principles, and terminology of the National Incident Management System (NIMS):* and it fulfills the
requirements of:

Post-Katrina Emergency Management Reform Act of 2006 (Public Law [P.L.] 109-295)
Presidential Policy Directive 8 (PPD-8): National Preparedness

National Preparedness Goal (NPG)

National Preparedness System

National Planning Frameworks

Interagency Operational Plans

Federal Emergency Management Agency’s (FEMA) Comprehensive Preparedness Guide

(CPG 101): Developing and Maintaining State, Territorial, Tribal, and Local Government
Emergency Plans, March 2009

e U.S. Department of Homeland Security’s (DHS) The Integrated Planning System, January 2009

This FDA EOP is to be used to guide FDA in conducting response operations for all types of incidents.

! For more information on the NRF and NIMS, refer to the “Authorities and References” section of this EOP.
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A.1 MIiSSION

FDA is responsible for protecting the public health by ensuring the safety, efficacy, and security of human
and veterinary medicines, biological products, medical devices, our Nation’s food supply, cosmetics, and
products that emit radiation and by regulating tobacco products. Additionally, FDA advances public
health by helping to speed innovations that make foods safer and medical products more effective, safer,
and more affordable and by helping the public get the accurate scientific information it needs to use
medical products and foods to improve their health.

FDA must continue to meet its mission during emergency and disaster situations, under adverse condi-
tions, and/or from alternate locations as needed. In addition to day-to-day activities, FDA activities may
expand to include performance of specific incident-related functions, such as:

e Assisting and supporting the U.S. Department of Health and Human Services (HHS) in public
health- and medical-related efforts to prevent, respond, mitigate, and recover from an incident.

e Conducting inspections and investigations and assessing damage to FDA-regulated industry in
impacted areas.

e Coordinating the tracing (forward and backward) of the distribution of any potentially contaminated
FDA-regulated products and initiating seizures or recalls as appropriate.

e Collecting and analyzing product samples.

e Providing technical assistance or subject matter expertise related to food and feed, human and
animal drugs, medical devices, biologics, radiation-emitting devices, and tobacco products.

e Conducting assessments of food retail establishments in impacted areas.
e Conducting assessments of tobacco product retail establishments nationwide.
e Conducting reviews of all adverse event reports related to FDA-regulated products.

e  Assisting with surveillance efforts to determine product integrity of foods, pharmaceuticals,
medical supplies, equipment, and tobacco products.

e Authorizing the use of an unapproved medical product (drug, biologic, and device) or the
unapproved use of an approved medical product (i.e., emergency use authorization [EUA]).

e Issuing safety alerts, health information advisories, warnings, and advice and guidance to
consumers and industry.

e Requiring product manufacturers to make safety-related changes to prescribing information or
labeling.

e Detaining or removing contaminated or unfit merchandise from the market and/or restricting those
marketing it.
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A.2 PURPOSE

The purpose of the FDA EOP is to provide for a coordinated and consistent agency approach to preparing
for, preventing, protecting against, mitigating, responding to, and recovering from incidents involving or
impacting FDA-regulated products.

To accomplish this, the FDA EOP:

e Serves as the single, overarching FDA-wide operational plan to address the full spectrum of natural
and technological hazards and terrorist threats and the “umbrella plan” into which all supporting
agency emergency plans, procedural documents, and other guidance integrate.

o Defines the FDA emergency operating structure and assigns essential tasks to all FDA organiza-
tional components involved in prevention, protection, mitigation, response, and recovery efforts.

e Provides mechanisms for vertical and horizontal command, control, coordination, and
communications.

o Integrates FDA emergency response operations into the Federal coordinating structure and ensures
consistency with nationally recognized incident management policy and guidance.

A.3 SCOPE AND APPLICABILITY

The FDA EOP covers the full range of complex and constantly changing requirements in anticipation of
or in response to all “incidents” that FDA manages or participates in, including the following:

e Complaints, adverse events, recalls, or unintentional contamination involving FDA-regulated
products that present a threat of serious adverse health consequences or death to humans or animals.

e Natural disasters (e.g., hurricanes, tornadoes, severe storms, floods, fires, earthquakes, volcanic
eruptions, tsunamis, landslides).

e Naturally occurring disease and foodborne illness outbreaks, epidemics, and pandemics.

e Manmade accidents, such as hazardous materials releases or spills; air, land, or water contamina-
tion; and utility outages.

e Terrorist or criminal acts, including the threat or intentional use of chemical, biological, radio-
logical, nuclear, or high-yield explosive (CBRNE) weapons against human or animal populations or
FDA-regulated products.

The FDA EOP establishes intra- and interagency mechanisms for FDA involvement in domestic and
international incident management operations. These mechanisms include coordinating structures and
processes for incidents requiring agency support for consumer protection and to other Federal Agencies;
States and territories, tribal nations, and local governments; foreign governments; and international
organizations. It is applicable to all FDA headquarters and field organizational components that may be
required to provide assistance or conduct emergency operations in the context of actual or potential
incidents. In these cases, FDA may use the Incident Command System (ICS) to facilitate command and
coordination.
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A.4 PLANNING ASSUMPTIONS
The FDA EORP is based on the following planning assumptions:

Incidents, including large-scale emergencies and major disasters, will require full coordination of
FDA operations and resources, and may:

— Ocecur at any time with little or no warning in the context of a general or specific threat or
hazard.

- Involve one or more FDA organizational component(s) and span a single or multiple region(s).

— Require significant information sharing, resource coordination, and/or assistance across FDA
organizational components, Federal and SLTT agencies, the private sector, and foreign
governments.

- Result in numerous casualties, fatalities, and displaced people; property loss; significant damage
to the environment; and disruption of economy and normal life-support systems, essential public
services, and critical infrastructures.

- Require extremely short-notice FDA response times and prolonged, sustained recovery
operations and support activities.

All FDA emergency-related activities will be initiated and conducted in accordance with the
principles, concepts, and terminology established within NIMS.

Regardless of incident characteristics or requirements, FDA continues to be responsible for
consumer products under its jurisdiction while coordinating response operations with other
interagency public health and medical partners.

An emergency or disaster that overwhelms the capabilities of State and local governments may
require FDA and/or other Federal Agencies to assist in meeting public health and safety needs.
FDA assets will supplement the response, as directed or requested, when an incident affects an
FDA-regulated product or requires the provision of subject matter expertise or use of specific
medical countermeasures. As such, FDA will participate in an Incident Command or Unified
Command (UC) system to manage multi-agency emergencies.

Contamination of the Nation’s human and animal food or medical products supply may initially be
indistinguishable from a naturally occurring event. Moreover, depending upon the particular agent
and associated signs or symptoms, several days or weeks could pass before authorities suspect
terrorism may be the cause.

Response to a chemical, biological, radiological, or nuclear (CBRN) incident suspected of being
deliberate in origin or a terrorist act requires consideration of special law enforcement and
homeland security requirements as well as international legal obligations and requirements.

The combined expertise and capabilities of government at all levels, industry, and nongovernmental
organizations (NGOs) will be required to respond to incidents of catastrophic proportions. During
such periods, FDA will provide emergency support as directed by the Commissioner, the Secretary
of HHS, and/or the Secretary of Homeland Security through the coordinating mechanisms
established within the NRF and National Disaster Recovery Framework (NDRF).

Supporting documentation (e.g., standard operating procedures [SOPs], operations and procedural
manuals, field guidance) has been developed and made available to designated FDA emergency
staff to provide detailed instructions during performance of specific functions or incident-related
actions.
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e As part of its Emergency Support Function (ESF) #8 functions, FDA can provide SLTT agencies
with activities related to regulated product support. For example, FDA can provide assistance to
State and local agencies in ensuring the safety of food products at retail food establishments and
drug and medical products in pharmacies.

e To ensure the capability to implement the FDA EOP, each FDA headquarters and field organiza-
tional component tasked with emergency roles and responsibilities, as identified in this EOP basic
plan or any of its annexes, may develop and maintain individual emergency plans and procedures
that identify the critical and time-sensitive missions, functions, assignments, and processes to be
performed during all hazards. These documents shall be consistent with this EOP and be available
to all FDA personnel.

A.5 ACTIVATION

While many parts of this EOP may be used routinely to manage FDA’s emergency operations, the full
plan will be activated when certain events occur such as, but not limited to, the following:?

e A determination has been made by the Commissioner of Food and Drugs (the Commissioner) or
other FDA senior official(s) as delegated by the Commissioner that FDA emergency actions are
warranted to prevent, prepare for, protect against, mitigate, respond to, or recover from a threat or
hazard.

e The Secretary of HHS (the Secretary) has directed FDA to provide emergency support to maintain
the safety, efficacy, and security of drugs, biologics, medical devices, radiation-emitting devices,
the food supply, or cosmetics.

e The Secretary has directed FDA to provide emergency support to protect the public health in the
event of tobacco product adulteration.

e The Secretary of Homeland Security has raised the National Terrorism Advisory System (NTAS)
alert level.

e The President has declared that an emergency or a major disaster exists within an affected State or
States as defined in the Robert T. Stafford Disaster Relief and Emergency Assistance Act (Stafford
Act), P.L. 100-707, as amended, and that NRF coordinating mechanisms, in whole or in part, have
been activated.

e The President has declared a national emergency exists under the National Emergencies Act,
50 United States Code (U.S.C.) 1601-1651, in the event that the Nation is threatened by crisis,
exigency, or emergency circumstances (other than natural disasters, war, or near-war situations).

e The Secretary of HHS may, under Section 319 of the Public Health Service Act (PHSA) determine
that (a) a disease or disorder presents a public health emergency, or (b) that a public health emer-
gency, including significant outbreaks of infectious disease or bioterrorist attacks, otherwise exists.

A.5.1 Activation of EOP Annexes

A decision on whether an EOP annex is to be implemented in response to an incident is made by the
Office of Crisis Management (OCM) Director, in consultation with the Counselor to the Commissioner
and senior officials of the Center(s) involved, or in a meeting requested by the Commissioner, a Center
Director, the Associate Commissioner for Regulatory Affairs (ACRA), the Director of OCM, or some

2 Regional Food and Drug Directors, District Directors, and Center/Office Directors may activate their individual organizational
component’s EOP without activation of the FDA EOP.
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other top official specifically to discuss a particular incident or problem. If an annex(es) is to be activated,
the OCM Director will notify the involved FDA parties (through electronic mail, if available).

A.6 SUPERSEDENCE
This FDA EOP (version 2.0) supersedes the FDA EOP (version 1.2) and its annexes, dated August 2010.
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B. CONCEPT OF OPERATIONS

The scope of FDA emergency operations is as wide as the array of products the agency regulates. FDA
actions impact the Nation’s quality of life on a daily basis through its regulation of food, drugs, medical
devices, radiation-emitting products, biologics, veterinary drugs, and tobacco products. For this reason,
FDA’s successful and efficient handling of emergencies and disasters is especially important in fulfilling
its mission to maintain not only the public’s health, but also its trust and confidence. The following
concept of operations (CONOPS) describes the principal authorities’ governing agency emergency
functions and the phases within which FDA conducts incident-related operations.®

B.1 EMERGENCY AUTHORITIES

Statutory authorities relevant to FDA emergency preparedness and response are described below under
the general categories of safety and medical countermeasures. In addition, certain FDA regulations in
Title 21 of the Code of Federal Regulations (CFR) may apply in an emergency situation.

o Safety of FDA-regulated products:

— Under the Federal Food, Drug, and Cosmetic Act of 1938 (FD&C Act), 21 U.S.C. 301 et seq., as
amended, FDA regulates the safety of, among other things, food, including dietary supplements,
infant formula, and animal feed; human and animal drugs; medical devices; electronic products
emitting radiation; and tobacco products.

— Under PHSA, 42 U.S.C. 262, FDA will only approve a biologics license application upon a
demonstration that the biological product is safe, pure, and potent. In addition, under PHSA,
42 U.S.C. 264, FDA may issue and enforce regulations necessary to prevent the spread of
communicable disease.

e Medical countermeasures:

— Under the FD&C Act, FDA generally approves drugs and devices that have been shown to be
safe and effective. Under PHSA, FDA licenses biological products based upon a determination
that they are safe, pure, and potent.

— Section 561 of the FD&C Act (Expanded Access to Unapproved Therapies and Diagnostics)
allows FDA to permit the treatment of a patient with an investigational medical countermeasure
under certain circumstances, even though the safety and effectiveness of the drug have not been
fully established.

— Section 564 of the FD&C Act, as amended by the Project BioShield Act of 2004, allows FDA to
authorize the emergency use of drug(s), device(s), or biological product(s) during a declared
emergency under certain circumstances.

— The Public Readiness and Emergency Preparedness Act of 2005 (PREP Act) (42 U.S.C.
247d-6d) concerns, among other things, liability protection for the use of designated medical
countermeasures.

® For detailed information on the actions performed during specific incidents, refer to the FDA EOP Incident Annexes.
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B.2 EMERGENCY OPERATIONS PHASES

The following phases comprise the entire spectrum of FDA emergency operations: Prevention,
Protection, Mitigation, Response, and Recovery. Although emergency operations may involve each of
these phases over the course of any multitude of incidents, the nature and severity of an event and the
FDA organizational component(s) responding will determine the specific order, actions, and responsible
parties required for each.*

B.2.1 Prevention, Protection, and Mitigation

FDA closely integrates the prevention, protection, and mitigation phases. These three phases are mission
areas under the NPG and defined as follows:

e Prevention includes those capabilities necessary to avoid, prevent, or stop a threatened or actual act
of terrorism. It is focused on ensuring we are optimally prepared to prevent an imminent attack
within the United States.

e Protection includes capabilities to safeguard the homeland against acts of terrorism and manmade
or natural disasters. It is focused on actions to protect the citizens, residents, visitors, and critical
assets, systems, and networks against the greatest risks to our Nation in a manner that allows our
interests, aspirations, and way of life to thrive. We will create conditions for a safer, more secure,
and more resilient Nation by enhancing protection through cooperation and collaboration with all
sectors of society.

o Mitigation includes those capabilities necessary to reduce loss of life and property by lessening the
impact of disasters. It is focused on the premise that individuals, the private sector, communities,
critical infrastructure, and the Nation as a whole are made more resilient when the consequences
and impacts, the duration, and the financial and human costs to respond and recover from adverse
incidents are all reduced.

The “prevention, protection, and mitigation” phase of FDA emergency operations includes those actions
taken to avoid an incident or intervene to stop an incident from occurring, or to mitigate its effects on
FDA-regulated products and the community, during periods of increased risk or heightened threat
conditions.® It involves immediate steps to protect consumers; ensure the safety and defense of food and
animal feed, medical products (e.g., blood donations and diagnostic devices), cosmetics, field operations,
and toxicological research; and apply intelligence and other information to a range of directed counter-
measures. Upon preliminary determination of an incident, FDA conducts the following preventive/
protective/mitigation measures:

e Conducting scientific vulnerability assessments of different categories of food to determine the
most serious risks of intentional contamination.

e Providing preventive training tools to Government, industry, and other stakeholders.

¢ Increasing surveillance and detection of adverse events, disease outbreaks, natural disasters, and
other emerging public health concerns.

¢ Heightening consumer product protection measures against the adverse effects of naturally
occurring and manmade hazards.

* Refer to Section C, “Organization and Assignment of Responsibilities” of this EOP for an overview of FDA organizational
component roles and responsibilities during all hazards. Refer to the FDA EOP Incident Annexes for incident-specific
Center/Office actions.

> Examples of high-risk situations include designated National Special Security Events (NSSEs), developing public health
emergencies and natural disasters, and NTAS alert levels.
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e Ensuring the availability of medical countermeasures that prevent, diagnose, or treat the effects of
disease outbreaks; biological, chemical, or radiological agents; and natural disasters.

o Increasing surveillance of FDA-regulated products used to prevent or mitigate adverse health
effects related to the actual or potential incident.

FDA works closely with DHS and other Federal Agencies to coordinate the overall national effort to
enhance the protection of critical infrastructure and key resources of the Nation, including food and
agriculture defense. DHS serves as the coordinator of the Food and Agriculture Sector with the
Government Coordination Council (GCC). The sector is a public-private partnership that combines
expertise from several Federal Agencies as well as SLTT officials (representing agriculture, public health,
and veterinary services) and the private sector (more than 100 trade associations and individual firms).

B.2.1.1 Surveillance, Detection, and Alert

Within the context of this plan, increased risk-based “surveillance and detection” is defined as an increase
in the frequency, quantity, or detail of the ongoing systematic collection, analysis, and interpretation of
public health data essential to the planning, execution, and evaluation of FDA emergency operations,
closely integrated with the timely dissemination of these data to those responsible for prevention and
control. FDA uses accumulated data from a variety of sources (e.g., international, Federal, and SLTT
public health agencies; consumer complaints; regulatory inspections, investigations, and sampling;
laboratory testing) for passive and active surveillance of regulated products and other public health
concerns during day-to-day situations and for targeted preventive actions. The focus of these systems
is to detect a “signal” to allow for additional information gathering and analysis or to track and trace a
suspected or confirmed event within the agency’s jurisdiction. They support FDA’s primary mission,
including identifying and reviewing adverse events and tracking and tracing product problems, and are
used to facilitate counterterrorism and product safety and security activities as appropriate.

The Emergency Operations Center (EOC) is in a constant state of readiness during routine agency
operations, maintaining 24 hours a day, 7 days a week (24/7) monitoring capability for surveillance and
detection. OCM/Office of Emergency Operations (OEO) staff members assist with the detection of
signals either as the direct point of contact (POC) for outside stakeholders or in support of the Centers and
Office of Regulatory Affairs (ORA) and participate in meetings to identify emerging threats. OCM’s
geographic information system (GIS) is another tool utilized to analyze health information and FDA
activity data for spatially occurring patterns on a local, regional, or national level. FDA’s After-Hours
Emergency Call Center serves as an additional resource to the EOC during non-duty hours, monitoring
complaints and reports of problem products and triaging phone calls on pre-identified topics back to the
EOC to be assessed by OCM/OEOQ staff to determine potential public health threats.

In addition, several databases and electronic information exchanges enable responsible FDA organiza-
tional components to collect and report out-of-the-ordinary information, monitor potential and ongoing
situations, and determine whether agency emergency response activities are warranted (Table B-1).
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Table B-1. Surveillance and Detection Systems Utilized by FDA

s Sponsoring
Description Agency ‘ FDA POC
The AERS is a computerized information database designed to
Adverse Event support FDA'’s post-marketing safety surveillance program for all
Reporting System | approved drug and therapeutic biological products. FDA uses AERS to FDA CDER
(AERS) monitor for new adverse events and medication errors that might
occur with these marketed products.
The BDPR System reports errors and accidents in manufacturing of
products, including testing, processing, packing, labeling, or storage,
Biological Product | or with the holding or distribution of a licensed biological product or a
Deviation blood or a blood component, in which the safety, purity, or potency of FDA CBER
Reporting (BDPR) | a distributed product may be affected. Also, it includes deviations in
System manufacturing of human cells, tissues, and cellular and tissue-based
products that relate to the prevention of communicable disease
transmission, contamination, or other unexpected events.
BioWatch is a detection system for the release of biological agents in
BioWatch the air through a comprehensive protocol of monitoring and laboratory CDC OCM
analysis.
CDRH Product
Availability The Shortages Database identifies and monitors supplies of certain FDA CDRH
(Shortages) devices that are or have the potential to be in demand.
Database
CESAN Adverse The CAERS receives and mo_nitors all post-marketing surveillance
: adverse events reports that directly affect CFSAN. These adverse
Event Reporting . . . FDA CFSAN
System (CAERS) event reports include fo_qu, dietary supplements, cosmetic products,
and food and color additives.
Counterfeit Alert T_he CAN isa coaliti_on of he_alth professional and consumer groups to
Network (CAN) dlssemlna_tte edu_cat_lonal guidance and alert messages about FDA ORA/OCI
counterfeit drug incidents and measures to take to prevent exposure.
The eLEXNET is an integrated, Web-based information network that
allows health officials at multiple government agencies engaged in
Electronic food safety activities to coordinate and share laboratory analysis
Laboratory findings. It Flprovides the necessary infrastructure for an early warning FDA ORA/OO
Exchange Network | system that identifies potentially hazardous foods and enables health
(eLEXNET) officials to assess risks and analyze trends. eLEXNET is the data
capture and communication system for the Food Emergency
Response Network (FERN) and is supported by the USDA and DoD.
The EON-IMS serves as the central hub for exchanging and relaying
all incident-related information within the agency. Managed by OCM,
Emergency this system integrates multiple data streams from other electronic
Operations systems (such as the FERN, eLEXNET, and Epidemic Information
Network — Incident | Exchange [Epi-X]) and from FDA laboratories and investigators and
S : h - o FDA OoCM
Management external agencies, into a coherent fashion during critical decision
System points. The EON-IMS creates a safety net that significantly reduces
(EON-IMS)°® the probability that incidents will prevent FDA from accomplishing its
objectives and minimizes the impact of these events on normal
operations.
The Epi-X is a secure, Web-based communications network that
provides public health officials with up-to-the-minute information,
Epidemic reports, alerts, and discussions about terrorist events, toxic exposures,
Information disease outbreaks, and other public health events. It provides a CDC OCM
Exchange (Epi-X) flexible search interface for researching outbreaks and unusual health
events and for tracking information for outbreak investigations and
response.

6 For more information on EON-IMS, refer to Section E, “Communications” in this EOP.
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Description

Sponsoring

Foodborne and
Diarrheal Diseases

FDA receives the weekly summaries on outbreaks from the CDC
Foodborne and Diarrheal Diseases Branch to document ongoing

Agency

‘ FDA POC

Outbreak investigations, current outbreaks, State(s) where the outbreak is cbe CFSAN
Summaries occurring, and the serotype of the causal microorganism.
The FoodNet is a collaborative project of the CDC, 10 State Emerging
Foodborne Infections Program sites, the FSIS of the USDA, and FDA. It consists CDC, USDA,
Diseases Active of active surveillance for foodborne diseases and related FDA, State CESAN
Surveillance epidemiologic studies designed to help public health officials better Health
Network (FoodNet) | understand the epidemiology of foodborne diseases in the United Departments
States.
FERN is a network of Federal and State laboratories that analyze food
Food Emergency samples in the event of a biological, chemical, nuclear, or radiological FDA and
Response Network | incident or large-scale contamination. FERN Federal partners include USDA ORA
(FERN) FDA, USDA, CDC, DHS/U.S. Customs and Border Protection (CBP),
and the EPA.
The HAN provides rapid and timely access to emergent health infor-
mation and evidence-based practices and procedures for effective
Health Alert public health preparedness, response, and service on a 24/7 basis. It cDC OCM
Network (HAN) includes all 50 States, three large city health departments, three
county health departments, eight territories, the District of Columbia,
and multiple health organizations and major hospital networks.
HSIN is a comprehensive, nationally secure, and trusted Web-based
platform able to facilitate Sensitive But Unclassified information
sharing and collaboration between Federal, State, local, tribal, private
! sector, and international partners. It interfaces with existing
Hon?ﬁ:gpn?asﬂiiumy information sharing networKs to support the diverse Com_munities of DHS Centers, ORA,
Network (HSIN) Interest engaged in preventing, protecting from, responding to, and OCM
recovering from all threats, hazards, and incidents. HSIN provides a
collaborative environment that interoperates with mission area
systems developed and managed by Federal, State, and local
partners.
The ICLN was established to coordinate the Nation’s laboratory
Integrated networks to _ir_nprove_ the response to acts of terrorism and other
Consortium of events requiring an |r_1tegrated laboratory response. One‘outcome of
the ICLN is the creation of an Integrated Response Architecture that DHS ORA
Laboratory . . e
Networks (ICLN) provides, among other thln_gs, event notifications and updates,
preparedness alerts, and situational reports through a secure Web
portal.
The LRN is a network of over 150 Federal, State, and local; military;
Laboratory food testing; environmental; veterinary; and international laboratories ORA and
Response Network | that are fully equipped to respond quickly to acts of chemical or CbC C an
. . . o - h . FSAN
(LRN) biological terrorism, emerging infectious diseases, and other public
health threats and emergencies.
Manufacturer and MAUDE data represents reports of adverse events involy_ing medical
User Facility d_evu_:es. The data consists of voluntary reports, user facnlty reports,
3 " distributor reports, and manufacturer reports. The online search allows FDA CDRH
DU Sy la b h CDRH database information on medical devices that
System (MAUDE) | You to searc : el o
may have malfunctioned or caused a death or serious injury.
MedWatch, the FDA Safety Information and Adverse Event Reporting
Program, provides important and timely clinical information about
safety issues involving medical products, including prescription and
MedWatch over-the-counter drugs, biologics, medical and radiation-emitting FDA CDER

devices, and special nutritional products. It allows healthcare
professionals and consumers to report serious problems that they
suspect are associated with the drugs and medical devices that they
prescribe, dispense, or use.
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Sponsoring

Mobile Laboratory
(ML)

FDA operates the following MLs:

= A microbiology lab to detect foodborne microbiological pathogens in
food and drugs.

= A chemistry ML to detect pesticides, poisons, toxins, or other
chemicals that could be used to deliberately contaminate food or
drugs.

The ML allows FDA to transport and establish laboratory capabilities
virtually anywhere in the continental U.S. and is capable of functioning
as a self-contained regulatory laboratory. The microbiology ML tests
products using enzyme-linked immunosorbent assay test kits and
instrumentation and molecular Real-Time Polymerase Chain Reaction
technologies. The chemistry ML contains sophisticated instruments to
detect sub-ppm residues of pesticides or poisons in food. The ML has
also received samples from State and local health departments as well
as from other Federal and military branches of the Government. While
the ML is a screening platform, all of the methods have been validated
for the specific products and analytes/organisms tested. A fixed-site
FDA laboratory supports further testing and confirmation of ML results.

Agency

FDA

‘ FDA POC

ORA

National
Biosurveillance
Integration System
(NBIS)

The NBIS integrates all of the U.S. biosurveillance programs into a
single system for providing a comprehensive, integrated
biosurveillance and situational awareness for detecting agents and
disease trends.

DHS

OCM/OEO

National Consumer
Complaint System

FDA uses the National Consumer Complaint System to obtain
complaint information from consumers about FDA-regulated products.
Consumer Complaint Coordinators at FDA headquarters and District
offices throughout the United States review complaints to identify
product/problem trends and potential emerging public health issues.

FDA

OCM/OEO

New Drug
Application (NDA)
Field Alert Program

The NDA Field Alert Program is used to quickly identify drug products
that pose potential safety threats. All drug manufacturers with
approved NDAs and Abbreviated New Drug Applications (ANDAs) are
required to submit Field Alert Reports to FDA if they find any
significant problems with an approved drug.

FDA

CDER, ORA

The Pet Event
Tracking Network
(PETNet)

PetNet is a collaborative project between FDA and Federal and State
government partners to provide a secure reporting/notification system,
accessible by State and Federal government officials, which will allow
for the exchange of information early in a disease outbreak that is
associated with the consumption of adulterated pet food.

FDA

CVM

PulseNet

PulseNet is a national network of laboratories that performs DNA
“fingerprinting” on foodborne bacteria. The network permits rapid
comparison of patterns through an electronic database, helping to
better detect the source of bacteria in foods. PulseNet helps public
health authorities recognize when cases of foodborne illness are
occurring at the same time in geographically separate locales.

CDC

CFSAN

Recall Enterprise
System (RES)

RES is used by Center and District Office recall personnel to submit,
update, classify, publicize, and terminate recalls. This online,
searchable database allows users to enter real-time data on a recall
event as it becomes available and track information and generate and
disseminate reports of recall activities.

FDA

ORA

Safety Reporting
Portal (also
Reportable Food
Registry [RFR])

RFR is an electronic portal for an owner, operator, or agent in charge
of a domestic or foreign facility engaged in manufacturing, processing,
packing, or holding food for consumption in the U.S. to file a report
about a product that is suspected will cause serious adverse health
consequences or death to humans or animals. Initial RFR reports are
sent to EON-IMS.

FDA

OCM/OEOQ,
CFSAN

Vaccine Adverse
Event Reporting
System (VAERS)

The VAERS is a national vaccine safety surveillance program to
detect possible signals of adverse events associated with vaccines.
VAERS collects and analyzes information from reports of adverse
events (possible side effects) that occur after the administration of
U.S. licensed vaccines.

FDA, CDC

CBER

March 2014

12

FDA EOP Section B



FDA Emergency Operations Plan _/é'

Sponsoring ‘

System Description FDA POC

Agency

The ADE Reporting System provides early warning to FDA for adverse
Veterinary Adverse | effects not detected during pre-market testing of FDA-approved animal
Drug Experience drugs. Reports of adverse clinical events from veterinarians and FDA CVM
(ADE) Reporting animal owners are entered into a computerized database for use by
System scientists to make decisions about product safety, which may include
changes to the label or other regulatory action.
The Vet-LRN enhances collaboration between Federal and State
Veterinary agencies and veterinary diagnostic laboratories and provides
Laboratory additional laboratory capacity and expertise. The network contributes FDA CVM
Response Network | to the protection of the human food supply as laboratory findings of
(Vet-LRN) contamination of animals feed or drugs could signal potential
contamination to human food.

B.2.1.2 Consumer Product Protection

Prior to confirmation of an incident, FDA may employ a number of activities designed to deter intentional
and unintentional acts against FDA-regulated products and protect consumers from potential public health
hazards.” Through heightened and targeted preventive measures at various points in the processing and
distribution chains, and by exercising the systems and networks to be used during emergency response
operations, FDA can protect the safety and security of regulated products and protect consumers from
harm. Activities in support of this effort, conducted in cooperation and collaboration with applicable FDA
organizational components, Federal and SLTT partners, industry, academia, foreign governments, and
international organizations include, but are not limited to, the following:

e Implementing risk communications with Government and industry partners.

e Prioritizing examination of food commaodities based on potential for contamination (as determined
by vulnerability assessments previously undertaken by FDA).

¢ Identifying entities handling specific FDA-regulated consumer products.
e Conducting targeted inspections and investigations and collecting samples.®

e Readying laboratory response and other scientific capabilities to analyze/test for chemical and
microbiological agents.

e Tracing and intercepting specific imported and domestic products.

e Requesting the recall of drugs, biologics, medical devices, radiation-emitting devices, the food
supply, or cosmetics that predictably could cause serious health problems or death (*Class 1”) or
such products that might cause a temporary health problem or pose only a slight threat of a serious
nature (“Class 117).°

e Requesting the recall of tobacco products containing a manufacturing or other defect not ordinarily
contained in tobacco products on the market that would cause serious adverse health consequences
or death.

Incident confirmation includes conclusive laboratory analysis, field investigations, epidemiological data, or reliable
information from other government agencies that triggers emergency response operations.

Detailed FDA investigation/inspection procedures can be found at www.fda.gov/ora/inspect_ref. Compliance references are
located at www.fda.gov/ora/compliance_ref.

Recalls of products that are unlikely to cause any adverse health reaction, but that violate FDA labeling or manufacturing laws
(“Class 111”), will not by themselves activate this EOP.
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e Providing additional guidance to food producers, processors, transporters, importers, retailers, food
service establishments, and cosmetic processors on security measures to take to minimize the risk
of tampering or other intentional contamination/adulteration and protect against the damaging
effects of diseases and natural disasters.

e Working, as appropriate, with Federal and SLTT government agencies and international partners.

e Issuing warnings, alerts, advisories, and other advice to consumers, industry, foreign counterparts,
and other international partners regarding food, drug, medical device, biological product, and
tobacco product safety and animal health and soliciting feedback.

The FDA system for responding to the increased risk of an emergency or disaster impacting FDA-
regulated products provides a significant increase in coverage, awareness, and preparedness through
targeted preventive measures implemented by both headquarters and field offices and in coordination
with other intergovernmental public health and medical partners. Collectively, these additional consumer
protection activities provide for more protected supply and distribution chains and a better prepared
national network capable of responding to an identified threat or hazard.™

B.2.1.3 Medical Countermeasures

FDA plays a vital and multifaceted role in securing the homeland through its broad regulatory oversight,
monitoring infrastructure, and responding to terrorist attacks and naturally occurring emerging threats
with timely and appropriate medical countermeasures. FDA fosters the development of safe and effective
medical countermeasures to mitigate the effects of such threats by actively engaging industry, academia,
and government partners. While all the FDA Centers and Offices have a role in the agency’s counter-
terrorism mission, the three product Centers (i.e., Center for Biologics Evaluation and Research [CBER],
Center for Drug Evaluation and Research [CDER], and Center for Devices and Radiological Health
[CDRH]), as well as ORA and various organizations within the Office of the Commissioner (OC), play
critical roles in ensuring the safety, effectiveness, quality, and availability of medical countermeasures.
The Office of Counterterrorism and Emerging Threats (OCET) provides strategic leadership for agency-
wide counterterrorism and emerging threats activities.

In situations where potentially useful medical countermeasures are available but not yet FDA-approved,
licensed, or cleared for the particular use contemplated, OCET, in coordination with medical product
Centers, can employ certain regulatory mechanisms to allow the use of these products during an
emergency, as part of an expanded access Investigational New Drug (IND) application or Investigational
Device Exemption (IDE), or under an EUA.

B.2.1.4 Increased Surveillance of FDA-Regulated Medical Products

Depending on the nature of an incident, FDA may increase its surveillance of FDA-regulated medical
products used to prevent or mitigate adverse health effects related to the actual or potential incident. Such
increased surveillance could be a result of conditions such as the use of a product by a larger or different
population, the use of products for other than their labeled indication, or concerns about the potential
development of resistance to a product such as antivirals or antibiotics.

1% For more information on FDA protection measures as part of the Nation’s larger critical infrastructure protection efforts, refer
to the “Agriculture and Food Critical Infrastructure and Key Resources Sector-Specific Plan” to the National Infrastructure
Protection Plan located at www.dm.usda.gov/ohsec/docs/nipp-ssp-food-ag-2010.pdf.
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B.2.2 Response

Under the NPG, the response mission area includes those capabilities necessary to save lives, protect
property and the environment, and meet basic human needs after an incident has occurred.

The “response” phase of FDA emergency operations includes those immediate and sustained actions to
ensure the safety, efficacy, and availability of FDA-regulated products and to protect the public’s health
throughout the duration of an incident. This phase generally involves the following four elements
(Figure B-1):

1. Gain and Maintain Situational Awareness

— Alert and Notification. Receiving information or intelligence confirming the development or
occurrence of an incident and issuing notifications to agency stakeholders and partners.

- Assessment and Monitoring. Performing initial and ongoing situation analysis, monitoring, and
reporting.

2. Activation and Deployment of Resources and Capabilities. Directing and mobilizing FDA
headquarters and field resources and capabilities, including EOC operational-level changes and
implementation of the ICS in the field and/or headquarters.

3. Coordination of Response Actions. Conducting rapid and synchronized emergency response
activities at headquarters and field locations.

4. Demobilization. Standing down FDA emergency response resources (i.e., personnel, facilities,
equipment, and other materials support) and returning them to their original location and status.

Gain and Maintain
Situational Awareness

Activate and Deploy
Resources and Capabilities
Coordinate Response
Actions

Demobilize

FOA_00T

Figure B-1. FDA Emergency Response Elements

B.2.2.1 Gain and Maintain Situational Awareness

B.2.2.1.1 Alert and Notification

FDA may be alerted to a threat, hazard, or other significant event through a variety of means, including
the surveillance systems discussed in Table B-1 and/or directly from external Federal Agencies (e.g.,

the HHS Secretary’s Operations Center [SOC], Centers for Disease Control and Prevention [CDC],

U.S. Department of Agriculture [USDA], DHS, and/or the Federal Bureau of Investigation [FBI]);
international and SLTT public health agencies; industry; consumers; news media; and internal FDA
organizational components. Any or all agency organizational components may receive word of a problem
depending on the event’s scope and magnitude. Recipients of such information must handle it properly to
ensure FDA is able to track and evaluate the situation. Failure to address a report in a timely fashion may
delay emergency response and potentially exacerbate the incident.

March 2014 15 FDA EOP Section B



FDA Emergency Operations Plan _/é'

The EOC serves as FDA’s focal point for monitoring and coordinating agency response activities related
to developing and ongoing emergency situations, 24/7. The EOC is staffed by OCM/OEOQO staff members
who work with the Centers and ORA to review information that may indicate potential or actual inci-
dents, as well as quickly detect similarities in seemingly unrelated reports, and ensure that incident reports
are treated in a consistent manner across FDA. The EOC also provides or acquires from a variety of
sources the resources and capabilities necessary for FDA headquarters-level and interagency coordination
that may be necessary when emergencies or disasters cross geographic and/or jurisdictional boundaries.

All reports of large-scale natural and manmade emergencies and significant alleged or actual adverse
effects associated with FDA-regulated products require prompt reporting to the EOC staff of OCM/OEO.
Upon receipt of an alert or warning, the EOC OCM/OEO staff will notify internal and external partners
via a predeveloped, prioritized notification list specific to each particular emergency situation.

Certain types of incidents typically, but not necessarily always, should be reported to EOC staff of
OCM/OEO as potential emergencies. These include incidents that:

¢ Involve life-threatening adverse events or deaths possibly related to use of drugs, biologics, medical
devices, radiation-emitting devices, the food supply, or cosmetics.

¢ Involve life-threatening adverse events or deaths possibly related to use of an adulterated tobacco
product containing manufacturing or other defects not ordinarily contained in tobacco products on
the market.

¢ Involve a contaminant or pathogen associated with FDA-regulated products.

¢ Involve product distribution and/or injury, illness, or death across multiple States or geographic
regions.

e Involve a considerable number of producers or manufacturers or a firm of considerable size and
extensive product distribution.

e Arise in circumstances in which it is difficult to quickly identify the source of the problem.

B.2.2.1.2 Assessment and Monitoring

Once FDA officials receive word of an impending, ongoing, or resurgent emergency situation, they must
gather enough information to determine the validity and extent of the threat or hazard and the agency’s
roles and responsibilities within the situation. FDA headquarters and field organizational components
work collaboratively with one another and with other government agencies and industry to rapidly
evaluate the situation and make these determinations.

OCM/OEO is responsible for coordinating with applicable FDA headquarters and field units and external
partners to formulate an initial incident assessment.™ Results of this assessment may include a variety of
situation reports (SitReps) and status reports, healthcare records, research and analyses, maps, and
surveillance information. This critical information is passed through established reporting channels to
allow agency decision-makers to develop situational awareness and establish a “common operating
picture.” Using OCM’s GIS capabilities, an online or paper map-based common operating picture may be
used to build and maintain situational awareness. The map-based common operating picture can visually
depict response features with geographical reference in addition to the text information. Based on initial
analysis of the threat or hazard, FDA will take steps to monitor the situation, identify and prioritize
requirements, and/or activate available resources and capabilities. Figure B-2 depicts the methodology
agency officials use to assess an incident and determine whether additional response activities are
warranted.

11 At the time of the initial notification, an FDA organizational component or another government agency may already have
completed a preliminary assessment of the emergency.
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Alert and Notification

* Commissioner

* Counselor to the Commissioner

» Office of Crisis Management/Office of Emergency Operations
« Center/Office staff, as appropriate

Activation and Deployment of

YES TP
+ Continue monitoring Does the incident... R ana o DINtes

the situation « Involve or implicate an FDA-regulated product?
* Provide updates, as * Raise security concerns?

« Implement emergency plans

* Issue, review, and update
necessary » Have the potential for escalation in intensity? mission assignments
* Have the potential to impact FDA regulated product?

» Meet any other conditions that may apply?

Figure B-2. FDA Emergency Response Decision Tree

Determining Regulatory Authority. It is important to note that a reported incident may or may not be
subject to FDA authority. Therefore, one of the first discussions to take place will include a determination
of whether FDA has regulatory authority. Some of the criteria potentially used in the assessment include:

e Whether an FDA-regulated product is implicated as the cause of the incident.
e Whether it is confirmed that FDA-regulated products have been or may be affected.
e Whether medical countermeasures are expected to be used in response.

e Whether interstate commerce of FDA-regulated products, as defined under the various statutes
FDA enforces, is involved.

e Whether Federal or SLTT agencies and/or foreign governments have formally requested FDA
assistance.

Once FDA determines that it has regulatory authority, it may manage the incident internally or function in
a supporting role.'? Although the agency may make an initial determination regarding authority and
jurisdiction, it may continue to review and reconsider regulatory authority throughout an incident as it
evolves, expands, or contracts.

B.2.2.2 Activation and Deployment of Resources and Capabilities

As the agency’s central coordination point for emergencies, the FDA EOC operating status generally falls
into one of three levels, depending on the severity or potential consequences of an incident or perceived
threat (Table B-2). Confirmation of an incident with potential or confirmed public health impact may
require activating a change in the EOC operational level from a readiness state of Operational Level 3 to
Operational Level 2 or 1, depending on the scope of the incident. Center and Regional/District Office
Situation Rooms, Command Centers, and Emergency Response Coordination Centers may follow the
EOC operating levels or activate according to their individual emergency plans and procedures as
appropriate.

12 Refer to Appendix A and Appendix B of this EOP for detailed information on how FDA supports other Federal Agencies
under the NRF.
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Table B-2. FDA Incident Levels and EOC Operation Levels

OpeLr:\flecl)nal Operating Status | Criteria ISENTES
= Routine awareness and | Incident(s) involving FDA-regulated = Single person illness, injury, or
response operations product(s) that, from a response and consumer complaint with no or
= Normal staffing coordination viewpoint, are limited in very few similar complaints in
complexity and scope such that the FDA systems
= Regular work hours resources needed for response and/or = Foodborne illness reports
= Readiness state coordination d_o not significantly impact associated or implicated with
3 normal operations for response/ FDA-regulated products
coordination. OCM and OCM/OEO .
coordinate with ORA and Center * Planning for NSSEs and other
emergency coordinators. Generally, FDA’s special events
response and coordination actions are
sufficient to respond effectively to the
incident with no or limited internal and/or
external coordination necessary.
= Increased response Incident(s) involving FDA-regulated = CDC report of microbial
operations products(s) that, from a response and contamination in pharmacy-
* Augmentation of EOC coordina_tion viewpoint, are of moderate compounded drugs
staffing may be complexity and scope such that resources * Ongoing foodborne illness
necessary needed for an effective response and/or outbreak involving one or more
coordination are beyond those ordinarily States or Regions (e.g.
* Extended work hours provided during the routine workday and/or S e
as needed - almonella Montevideo outbreak
5 = _beyond average s‘tafflng_lev‘els. The ‘ in 2009-2010 and Salmonella
= Center Situation Room incident may require periodic or ongoing Enteriditis outbreak in 2010)
activation may be coordination with other external entities, in
necessary which case FDA may or may not be the * HINI response 2009
= Establishment of an “lead” responding agency for the incident. If | = NSSEs
Incident Management additional staff and resources are not = National-level or full-scale agency
Group (IMG) may be provided, response and coordination efforts exercises
necessary (EOC serves WouId_be S(_)mewhat adversely |m_pact_ed,
as resource to IMG) most likely in terms of response timeliness.
= Escalated response Incident(s) involving FDA-regulated = Major natural disaster involving
operations product(s) that, from a response and multiple States/Regions
= Additional personnel coordination viewpoint, are of substantial = Ongoing foodborne illness
(support and subject complexity and scope such that the outbreak or food contamination
matter experts [SMES]) rescﬁurces ”g'_e‘j?d foran e(‘;f?ﬁ“"l_e reslpzonse involving multiple States and
* Exended work hours | capabity. Stffing levels, hours, andi e
likely, 24-hour operations will likely be substantial to mount £ ¢ >
: . 1 agencies
operations possible an effective response (to prevent or )
a (8- to 12-hour shifts) mitigate public health impact). Incidents = Unknown _contar_mnated drug
= Center Situation Room | may require significant coordination with product with serious adverse
provides EOC daily external entities to optimize response. FDA event
SitReps may be the “lead” responding agency = Pet food contaminated human
and/or may have a substantial support role food or animal feed
to provide to another “lead” agency. Both = Terrorist event
field and headquarters response operations
and/or coordination activities may require
the establishment of formal organizational
restructuring (e.g., ICS) to respond
optimally.

Depending on the anticipated or actual size and complexity of an incident, activation of FDA emergency
management resources may be required. The EOC, staffed by OCM and OCM/OEO (typically
Operational Level 3), coordinates with ORA’s headquarters and field components and the appropriate
Center(s) in the review and analysis of information about threats and hazards and assists in the early
recognition of emergencies, outbreaks, natural disasters, and terrorism or other criminal acts that may
affect an FDA-regulated industry or product. This agency-wide coordination involves information collec-
tion and distribution, triaging complaints and alerts, issuing mission assignments (MAS) to organizational
components, identifying and tracking needed resources, and communicating with external partners as they
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request technical and material support. Additionally, the FDA EOC serves as the central link for coordi-
nation between FDA components and the HHS SOC, the CDC Director’s EOC, USDA’s EOC and/or
Food Safety and Inspection Service (FSIS) Situation Room, and other Federal Departments/Agencies as
appropriate.

B2221 Authority to Change EOC Operational Levels

The authority to change the operational level of FDA’s EOC resides with the OCM Director, OCM/OEO
Director, or his/her designee. The Commissioner or the Secretary or designee also may request a change
in the operation level of the FDA EOC. Other agency emergency coordination units, such as Centers,
shall activate their Situation Rooms at the discretion of senior management, such as the Center Director.
Regional and District offices will establish Incident Management Teams (IMTs) at the discretion of the
Regional Food and Drug Director (RFDD) or District Director (DD). FDA’s EOC (OCM/OEO) shall be
made aware when a Situation Room or IMT is activated in response to an incident. An increase in the
EOC operational level may lead to the establishment of an Incident Management Group (IMG) to bring
together additional resources and expertise to assume overall coordination for the response.

B.2.2.2.2 Conditions for Operational Level Change

Any of the following conditions could affect the operational levels of the EOC or activation of the FDA
IMG:

e FDA has received credible intelligence or other confirmed information that an FDA-regulated
product is the specific target of terrorism or other serious criminal activity.

e Anincident involves a single or multiple FDA-regulated product(s) covering a large geographic or
population area (more than one State) and requires the coordination of multiple agency organiza-
tional components.

e Two or more significant events have occurred at the same time.
o FDA-regulated products or facilities have been impacted by a natural or manmade disaster.

e A natural or manmade incident has triggered activation of the NRF, in whole or in part, and State or
Federal agencies have formally requested assistance from FDA.

o Deliberate or accidental contamination of the human or animal food, medical products, or tobacco
products supply has caused widespread illness, injury, or death to consumers.

o A widespread epidemic or pandemic disease outbreak or other public health emergency for which
FDA has a designated support responsibility has occurred or is highly probable.

e DHS has raised the NTAS level to Elevated “Warns of credible terrorist threat against the United
States,” or to Imminent “Warns of credible, specific, and impending terrorist threat against the
United States.”

The FDA EOC will notify appropriate agency organizational components, the HHS SOC, and other key
Federal partners when the EOC operational level has been changed or an IMG has been activated in
response to an emergency.*® This activation announcement may include a status report explaining the
rationale for the decision to change the EOC operational level or activate an IMG, a description of
operating hours and staffing levels, and situation reporting requirements. After activation procedures
commence, FDA may request additional resources and capabilities to augment emergency operations.
This includes prioritizing and clearly communicating specific incident requirements to mobilize and

13 For detailed information on emergency alert and notification procedures, refer to Section E, “Communications and Information
Management,” of this EOP.
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deploy emergency response staff to both internal and external locations. Requests for staffing will be
made in writing by the OCM Director, OCM/OEO Director, or someone higher in the OC to Center and
Office lead emergency coordinators or other senior officials within the organization. Representatives from
specific headquarters Centers and Offices may be directed to relocate to the FDA EOC, other designated
FDA locations, or other Federal Departments or Agencies. Interagency partners may also send representa-
tives to the FDA EOC or other agency organizational components to perform liaison roles under existing
memorandums of understanding (MOUs).** In addition, FDA field organizations, such as Regional
offices, District offices, branches, and resident posts may send personnel and specialized equipment to the
FDA EOQC, incident site(s), laboratories, or other designated locations to provide subject matter expertise
and advice, conduct investigations and inspections, collect and analyze samples, and/or detain or destroy
contaminated product(s).*®

EOC Operations During Voluntary Isolation. The physical staffing of the IMG may take place within the
location of the EOC or another designated location if needed. However, various conditions associated
with a pandemic (i.e., quarantine, social distancing practices, and the need for staff to care for seriously ill
family/friends), natural disaster, or other event impacting EOC members’ ability to physically staff the
EOC may make it necessary at times for IMG or EOC assigned staff personnel to carry out their duties
from a remote location, such as their residence. The authority to operate the FDA EOC under “virtual”
conditions resides with the OCM Director, OCM/OEO Director, or his/her designee.

B.2.2.3 Coordination of Response Actions

FDA personnel must perform a number of tasks and functions when responding to an incident. Some of
these basic tasks may include performing initial and ongoing planning, managing and performing MAs,
coordinating team response operations and resources, performing research and decision-making, and
documenting and reporting information. Although FDA personnel accomplish most of these basic tasks
over the course of the incident, their order of execution, the exact activities performed, and the individual
or organization responsible will vary depending on the type and severity of the threat or hazard. Each
involved FDA organizational component will be responsible for performing certain emergency actions
based on its assigned mission and functions.®

FDA organizes emergency response operations in accordance with the concepts, principles, and termin-
ology of the ICS, as defined within NIMS."" Incident Command and subordinate Planning, Operations,
Logistics, and Finance/Administration functions lay the foundation for the agency’s implementation of
the ICS during all-hazards response, at headquarters and field levels, and across geographic divides. The
inherent design of this system enables rapid, scalable, and flexible agency-wide emergency management
activities.

This section describes each of the components of a coordinated FDA emergency response. The agency’s
response strategy, while containing certain core activities, must be tailored to the specific requirements of
each incident. (Refer to the Incident Annexes of this EOP for detailed information on FDA functions,
activities, and organizational constructs for individual hazards.)

4 For more information on MOUs, refer to the FDA EOP Appendix I.

15 Refer to Section D, “Direction, Control, and Coordination,” of this EOP for more information on agency emergency position
assignments.

16 Refer to Section C, “Organization and Assignment of Responsibilities,” of this EOP for more information on individual
Center/Office roles and responsibilities.

7 For more information on the ICS, refer to www.training.fema.gov/EMIWeb/1S/ICSResource/index.htm.
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B.223.1 Initial and Ongoing Response Planning

FDA conducts planning to organize its response structure, identify objectives and performance metrics,
and coordinate the delivery of resource support. Planning is ongoing throughout the lifecycle of any
incident and is adjusted as necessary to meet changing demands. It involves a blend of prescribed actions
drawn from existing FDA emergency plans and procedural documents (e.g., hazard-specific incident
annexes, SOPs, operations manuals, field guides) and real-time determination of the necessary course(s)
of action. An agency Incident Action Plan (IAP) may be developed based on these actions to provide
operational and tactical direction to FDA emergency personnel when responding.

The 1AP is generally crafted by holding regular planning meetings throughout the incident, both in-person
and via conference calls, with responsible headquarters and field units. Planning meetings seek to
accomplish the following goals:

e Gathering, recording, analyzing, and distributing incident information in a manner that will
facilitate: (1) increased situational awareness of the magnitude, complexity, and potential impact of
the incident, emergency, or crisis; and (2) the ability to determine the resources required to resolve
the situation.

e Formulating and prioritizing measurable incident objectives and identifying an appropriate response
strategy that conforms to the legal obligations and management objectives of all FDA organiza-
tional components and/or external agencies involved.

e Determining the tactical direction, reporting mechanisms, timeframes, and specific resource
requirements (i.e., personnel, specialized equipment, facilities, training and expert knowledge, and
funding) for implementing selected strategies during the response period.

Through these planning meetings, FDA can coordinate the execution and evaluation of emergency
activities, promote and maintain situational awareness (a “common operating picture”), track the progress
of ongoing initiatives, and modify plans and procedures based on new and emerging information. For
incidents involving both a headquarters (IMG) and field (IMT) response, IAPs will generally be
developed by field units, while an Incident Coordination Plan (ICP) may be developed by the IMG that
outlines incident objectives from a headquarters perspective (e.g., support of field operations).

B.2.2.3.2 FDA Field Response

For the majority of incidents involving FDA-regulated products, one or more FDA field offices may be
involved in the response. The Districts in which the event is occurring (i.e., the physical location where
people have been affected) will obtain necessary information for FDA to confirm the health hazard. In
addition, the field offices will determine, plan, and conduct tasks and assignments over the course of the
response.

Incident Management Team. A decision can be made to respond by implementing ICS at the field level,
which involves the activation of one or more IMTs. Criteria for activating an IMT will be based on the
conditions described in Section A.3, “Scope and Applicability.” The authority to mobilize an IMT resides
with senior field officials, in consultation with senior ORA officials. Ideally, IMT activation should be
coordinated with OCM or with the IMG if activated, but, at a minimum, these organizations should be
notified whenever an IMT is being activated. An IMT may also be mobilized at the request of OCM or an
IMG.

The IMT will be responsible for tactical operations (i.e., perform investigations/inspections, collect
samples, and/or detain or destroy contaminated product) in accordance with the IAP it develops. In
addition, as the IMT conducts its follow-up efforts, field offices will communicate investigational/
inspectional findings of other potentially affected establishments with the firms’ home Districts and FDA
headquarters emergency response entities described in the following section.
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The IMT is led by a designated Incident Commander (IC) (see Section D.1, “Field Incident Command”
for organizational elements). The field IC reports directly to the FDA Area Command, if activated, and
provides continuous situational awareness to FDA’s EOC or an IMG (see Section B.2.2.3.3, “FDA
Headquarters Response” for IMG description) through teleconference calls, emails, and/or SitReps. The
IMT is responsible for managing the District’s or Region’s emergency response effort, coordinating
actions and resources needed to follow up on the incident, and channeling all necessary communications
to/from deployed field elements. Depending upon the nature and severity of the incident, additional field
IMTs may be established to support geographically distant or functionally different emergency response
operations.

Generally, the field IMT’s location could be set up at any of the FDA field offices near the site of investi-
gational or inspection activities because of the accessibility to records and the availability of dedicated
communications/information systems equipment. However, if the incident has destroyed or otherwise
negatively impacted, or is projected to impact, the lead District’s office, or appropriate facilities are not
available, consideration may be given to relocating the Incident Command Post (ICP) to an alternate
facility, such as a predesignated District Office continuity of operations (COOP) site or other FDA
District or Regional Office. A natification for reallocation of field staff between or among Districts shall
be directed to ORA/Office of Operations (OO). As circumstances warrant, an IMT could be located at a
location other than an established FDA Office, such as collocation with an HHS Incident Response
Coordination Team (IRCT), FEMA Joint Field Office (JFO), or a facility near an establishment being
inspected, as appropriate.

B.2.2.3.3 FDA Headquarters Response

Depending on the nature and complexity of FDA’s response to an incident, an intra-agency approach may
be used to coordinate resources and incident-related information and to support incident management and
agency policies. Depending on the scale of the incident, coordination will occur through the FDA EOC or
an IMG operating from the EOC.

e IMG. An IMG is typically established when an incident involves multiple FDA organizational
components or involves (or is anticipated to involve) complex incident management/coordination.
The authority to establish FDA’s incident management structure, IMG, resides with the OCM
Director, OCM/OEO Director, or his/her designee, in consultation with the Counselor to the
Commissioner and appropriate senior Center and ORA officials. The IMG may be a hybrid
structure conducting coordination and command dependent on the scope of the event. It is staffed
by agency headquarters representatives (i.e., from the OC, ORA, and/or the FDA product Centers)
and, as appropriate, FDA field staff and/or external agency liaisons. The IMG staffing is organized
consistent with the principles of NIMS. An Agency Incident Coordinator (AIC) is designated to
oversee the IMG, including development and implementation of a headquarters ICP and the
coordination of FDA headquarters resources and capabilities to respond to the event, as needed.
Subordinate Command and General Staff, comprising representatives from headquarters Centers
and Offices, are also established to assist the AIC in executing emergency functions under the
specific conditions at-hand.*® The AIC reports directly to the Commissioner or the Commissioner’s
designee, such as the Counselor to the Commissioner, or an Agency Executive Group (AEG). An
AEG may be set up to provide guidance on policy issues and resolve issues involving competing
resources. For a further description of the AEG, see Section D, ““Direction, Control, and
Coordination.”**

18 For detailed information on how the FDA organizes and staffs emergency response operations, refer to Section D, “Direction,
Control, and Coordination,” of this EOP.

1% The use of the terms “Incident Management Group” and “Agency Executive Group” should be reserved for use only as defined
in the FDA EOP. Use of ICS principles across FDA is encouraged; however, the terms IMG and AEG only apply to the
incident structure activated by OCM/OEO and are used as described above.
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The scope of the incident may call for activation of an internal FDA Joint Information Center (JIC).
This is a collocated group of representatives from Centers and Offices involved in the event that are
designated to handle public information needs. For a further description of the FDA JIC, see
Section D.2.2.4.1, “Units.”

e EOC. The FDA EOC is the physical location at which the coordination of information and
resources to support incident management activities normally takes place.

FDA EOC. The FDA EOC serves as the agency-wide focal point for emergency operations coordination
and dissemination of information, whether staffed by OCM/OEO personnel or an IMG. The FDA EOC
monitors ongoing events, processes complaints and alerts, issues MAs to FDA organizational
components, coordinates overall agency emergency management operations, and communicates with
interagency partners to provide technical and material support. The FDA EOC staff facilitates contact
between applicable headquarters and field emergency personnel and provides frequent and formalized
communications/reporting to senior agency officials and organizational components, as well as the HHS
SOC and other external partners, regarding the status of FDA emergency response activities.

The FDA EOC provides a physical central location from which headquarters personnel can provide
agency-wide coordination and executive decision-making in support of the incident response. The FDA
EOC staff does not command or control the agency’s response, but carries out the coordination function
for complex incidents or multiple incidents occurring simultaneously through:

e Information Collection, Evaluation, and Dissemination. Collecting, analyzing, interpreting, and
distributing information from/to various internal and external sources.

e Priority Setting. Ensuring that agency response systems are interconnected and complementary,
reinforcing interoperability among the various organizational components, making the response
more efficient and effective by coordinating available resources, and making decisions based on
agreed-upon policies and procedures.

e Resource Coordination. Identifying and acquiring needed resources and allocating existing or
known resources.

e Communications Facilitation. Establishing and maintaining intra- and interagency interoperable
communications.

Centers. The FDA product Centers are responsible for scientific evaluations and for programmatic
decisions and policy development within their respective program areas. Their professional staff includes
clinical, scientific, and manufacturing process experts. This expertise (analytical, laboratory, sampling
procedures, subject matter expertise, and industry knowledge) is routinely utilized for critical consultation
and decision-making should an incident occur.

Centers may maintain a Situation Room or Coordination Center consisting of Center-selected subject
matter experts (SMEs) to be led by a Center Emergency Coordinator (CEC) who reports to the Center
Director and coordinates directly with the FDA EOC. The CEC serves as the focal point for internal and
external Center communications during emergencies and disasters and is responsible for providing regular
status and SitReps to the FDA EOC as requested. FDA Centers participate in agency emergency opera-
tions when the response includes, or may include, regulatory activities or products under their jurisdic-
tion. During some large-scale or catastrophic incidents, CECs or other Center personnel may be directed
to report to the FDA EOC to support initial or prolonged emergency operations as part of an IMG.

For further information about the Center’s responsibilities during an emergency, please see Section C.3,
“Office of Foods and Veterinary Medicine” of this EOP.

2 The composition of FDA EOC staff will change depending on specific incident requirements.
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ORA. Any information received by ORA regarding the incident or ongoing field activities will be shared
and/or discussed, as appropriate, with staff operating from the FDA EOC and the Commissioner or the

Commissioner’s designee as appropriate. Additionally, ORA, working with the responsible Centers, will
develop, issue, and approve any new or revised regulatory policy required during the course of the event.

For further information about ORA’s responsibilities during an emergency, please see Section C.2,
“Office of Operations” of this EOP.

B.2.2.3.4 Mission Assignments in Support of State and Local Response

Requests for support from State and local agencies can be made directly to the agency or, in the case of a
declaration of a major disaster or emergency under the Stafford Act, through FEMA. In order to assist
SLTT agencies with such requests, FDA has developed Pre-Scripted Mission Assignments (PSMAS),
which can be used to expedite the submission of requests when a major disaster or emergency has been
declared. These requests include laboratory analysis, investigational, sampling collection, subject matter
expertise, and training related to drugs, biologics, medical devices, radiation-emitting devices, tobacco,
the food supply, or cosmetics. See Appendix C, “Processing Mission Assignment Sub-Taskings” for
procedures on executing MA sub-taskings and for the list of the PSMAs.

B.2.2.3.5 Medical Countermeasures: EUA and Expanded Access

For certain events, the Commissioner may authorize the use of an unapproved medical product or the
unapproved use of an approved medical product during a declared emergency, which may involve a
heightened risk of attack against the public or U.S. military forces, has a significant potential to affect
national security or the health and security of U.S. citizens living abroad, or the identification of a
material threat sufficient to affect national security or the health and security of U.S. citizens living
abroad. This can be due to a naturally occurring disease or a CBRN agent.”*?> An EUA may be issued
only after the Secretary has declared an emergency justifying the authorization to use a product, based on
an appropriate determination made by the DHS Secretary, Secretary of Defense, or HHS Secretary, as
required by the Project BioShield Act of 2004 as amended by the Pandemic and All Hazards Preparedness
Reauthorization Act.?%

When a countermeasure has not yet been approved, licensed, or cleared because the safety, effectiveness,
and/or quality have not been fully established, FDA may permit its use under an IND application or IDE*
through expanded access mechanisms, or under an EUA.

Although FDA clearly defines most medical countermeasure regulatory jurisdictional responsibilities,
several jurisdictional situations require explanation. CBER regulates all vaccines and blood derivatives
for human use, and the USDA regulates those for veterinary use. CDER regulates all drugs for human

use, and the Center for Veterinary Medicine (CVM) regulates all drugs for veterinary use. CDRH
regulates the majority of clinical diagnostics; however, CBER regulates a specialized subset of in-vitro
diagnostics (IVD) involved in the safety of the blood/tissue supply. Therapeutic biologics are regulated by
multiple Centers, and questions shou

%! The Biomedical Advanced Research and Development Authority (BARDA), within HHS Office of the Assistant Secretary for
Preparedness and Response, provides an integrated, systematic approach to the development and purchase of the necessary
vaccines, drugs, therapies, and diagnostic tools for public health medical emergencies
(www.phe.gov/about/barda/Pages/default.aspx).

22 Medicalcountermeasures.gov facilitates communication between Federal Government Agencies and public stakeholders to
enhance the Nation’s public health emergency preparedness (www.medicalcountermeasures.gov/).

%% The most current FDA guidance on EUAs can be found at www.fda.gov/Regulatorylnformation/Guidances/ucm125127.htm.
24 FD&C Act, Section 564, Authorization for Medical Products for Use in Emergencies.
®ED&C Act, Section 561, (b) and (c): Expanded Access to Unapproved Therapies and Diagnostics.
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Id be addressed to the appropriate Center. In instances where Center-specific jurisdiction within FDA is
unclear, the FDA Office of Combination Products (OCP) will decide which FDA Center possesses
regulatory jurisdiction.

During high-risk or threat situations, responsible OC Offices and FDA Centers and Offices shall perform
the following general functions related to medical countermeasures:

e Monitoring and updating the status of product availability and relevant manufacturing information.

o Facilitating the availability of safe and effective drugs, therapeutic biologics, vaccines, cellular- and
tissue-based therapies, diagnostic devices, and other biological products to be used as counter-
measures.

e Collaborating with, as permitted, Federal and SLTT public health agencies and regulated industry
regarding product stockpile issues, including labeling, appropriate usage, product performance,
monitoring, use in special populations, and other evolving issues.

e Conducting prospective discussions about emergency use of products and the appropriate
regulatory mechanism for their use and the submission of data (i.e., EUA, IND, IDE, or Master
File) on the product.

e Ensuring product recipients will be provided information (1) adequate to obtain informed consent
(for IND and IDE products), or (2) as required by the EUA (e.g., that the product is under EUA and
indicates the known and potential risks and benefits of taking or refusing the product).

e Providing advice on identifying potential contaminants of drugs and therapeutic biological products
and advising how to test for quality and purity.

B.2.2.4 Demobilization

As the need for full-time incident response coordination wanes, FDA will assess the situation to
determine whether to continue or terminate emergency operations.”® This decision includes identifying
whether consumer product safety and security and public health protection objectives were achieved and
an orderly, safe, and efficient return of FDA resources (i.e., activated or deployed personnel, facilities,
and equipment) to their original locations and/or operating status is warranted. In making this decision,
FDA coordinates with and seeks input from appropriate experts and stakeholders. As a result, FDA
organizational components may resume normal business operations and transition to short- and long-term
recovery. Demobilization of an IMG will be announced through written correspondence from the AIC to
all IMG members, generally as part of a written demobilization plan developed by the IMG Planning
Section. The FDA EOC, or IMG, if activated, should be notified whenever an IMT has been demobilized.

Depending on the incident, resurgence may occur, and any period of transition back to normal operations
could be disrupted. When this occurs, the agency will begin a new “notification and alert” period for
emergency response and a change in EOC operational levels may occur.

Transition back to normal operations, after initiating and conducting an emergency response, will occur in
stages and will correspond to the recovery of affected communities, FDA-regulated firms, and the Nation
as a whole.

2 Only the Commissioner, his/her authorized designee, or the AIC may formally terminate agency-wide emergency response
operations. However, Center Directors, RFDDs, and DDs, through their respective emergency coordinators, are authorized to
demobilize emergency personnel within their organizational components (e.g., IMTS).
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B.2.3 Recovery

Under the NPG, the recovery mission area includes those capabilities necessary to assist communities
affected by an incident in recovering effectively.

The “recovery” phase of FDA emergency operations includes short- and long-term actions to ensure and
restore the safety, efficacy, and availability of FDA-regulated products and to protect the public’s health.
To accomplish this, FDA supports HHS in the execution of the NDRF and the two Recovery Support
Functions (RSFs)-Health and Social Services and Infrastructure Systems—that require HHS coordination
or support.

As Federal ESF operations conclude, requests for more detailed assessments, technical assistance, and
longer term coordination fall under the recovery mission. Subject matter expertise and technical
assistance can be provided to address issues that impact FDA-regulated industries. FDA and Federal
supporting agencies will work with SLTT entities to provide a coordinated and consistent approach to
recover from an incident. FDA will collaborate and maintain communication with other government
agencies, industry, the public, and the media particularly concerning any long-term affects associated with
the event.

Recovery objectives that support Federal and SLTT agencies for each RSF are outlined below:

e Health and Social Services

- Inspect or investigate FDA-regulated facilities and collect and analyze samples of FDA-
regulated products for the overall recovery operation as needed.

— Conduct prolonged inspection, sample collection, and laboratory analysis activities in support of
SLTT agencies that are specifically related to a disaster but deemed ineligible under the Stafford
Act (e.g., inspections of retail food establishments and pharmacies).

- Manage a potentially large number of samples of FDA-regulated products, including long-term
sampling associated with the health effects of natural and manmade disasters.

— Oversee product destruction and product reconditioning or rendering as appropriate.

e Infrastructure Systems

- Identify key pharmaceutical and medical device facilities and determine if any supplies of drugs,
biologics, or medical equipment have been or will be critically impacted.

- Facilitate the availability of critically needed medical products by identifying alternate products
or sources of products.

— ldentify key facilities that manufacture/process, pack, or hold food for human or animal
consumption and determine if any are critically impacted.

- Provide clear and consistent information to assist industry in understanding and complying with
regulations in a post-disaster environment.

Dependent on the recovery objectives and the level of coordination needed, the FDA IMG will determine
if FDA EOC or FDA JIC resources are needed to support the functioning of the IMG and recovery
efforts.

As the need for recovery coordination wanes, FDA will assess whether consumer product safety and
security and public health protection objectives were achieved. The transition back to a steady state
operation will occur in stages and will correspond to the reestablishment of public confidence in FDA-
regulated products. In regard to the recovery of FDA-regulated industry, it may be more appropriate that
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long-term recovery activities requiring FDA involvement be coordinated by agency components other
than OCM/OEOQ or an IMG.

The text of the NDRF is available at www.fema.gov/pdf/recoveryframework/ndrf.pdf.

B.2.3.1 Evaluation of Response

Following any emergency or disaster, FDA organizational components will discuss how the agency
handled the incident and seek input from appropriate experts and stakeholders. Participants analyze
emergency actions and responsibilities, resolve any deficiencies, mitigate consequences, and anticipate
and address any long-term affects of the incident. In addition, organizational policies, plans, and
procedures are updated as needed, incorporating lessons learned and best practices captured during the
event.

Following the termination of response activities that involved an IMG, OCM works with stakeholders to
conduct a lessons learned analysis to identify the following:

e Strengths and weaknesses of key response activities performed during the incident, including
agency measures to protect public health.

e Resource needs (e.g., personnel, equipment, training).
e Improvements to emergency response plans and procedures.

e Strengths and weaknesses of agency communications, which could include intra-agency and
interagency communications as well as communications with specific stakeholder groups, such as
industry, consumers, and the news media.

¢ Needed modifications toward regulatory policy, laboratory and field operations, and research
activities.

e Any other needed improvements to overall preparedness.

As an important part of this process, it is generally advisable that when an IMG has been activated, the
AIC or his/her designee (usually the Planning Section Chief) conduct an event Hot Wash, which is a brief
facilitated session to obtain IMG members’ verbal feedback on the incident. This session should be
conducted prior to the release of the majority of the IMG staff. This session is coordinated with the OCM
staff preparing the incident After Action Report (AAR) and feedback received provided for use in
developing the report.

A final AAR draws conclusions from data collected. All FDA Centers and Offices should submit their
input to the FDA OCM Director. All relevant parties within FDA receive the final report. With regard to
the recovery of FDA-regulated industry, it may be more appropriate that long-term recovery activities
requiring FDA involvement be coordinated by agency components other than OCM/OEO.

March 2014 27 FDA EOP Section B


http://www.fema.gov/pdf/recoveryframework/ndrf.pdf

FDA

FDA Emergency Operations Plan

This Page Is Intentionally Left Blank.

March 2014

28

FDA EOP Section B



FDA Emergency Operations Plan _/é'

C. ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES

This section identifies the general roles and responsibilities of FDA headquarters and field organizational
components, including those that assist in preventing and protecting against, responding to, and
recovering from all hazards. FDA staff work closely with one another and with governmental and
industry partners to ensure the safety, efficacy, and security of FDA-regulated products that mitigate the
public health effects of an emergency or disaster in the United States or worldwide, using novel and
expeditious approaches to product regulation for optimized availability and use in all populations.

FDA functions are organized into four directorates:

1. OO oversees administrative functions such as human resources (HR), facilities, information
technology (IT), and finance.

2. The Office of Foods and Veterinary Medicine (OFVVM) provides oversight of FDA’s food and feed
programs as well as leads the implementation of the FDA Food Safety Modernization Act of 2011
(FSMA). OFVM includes the Coordinated Outbreak Response and Evaluation (CORE) Network,
CVM, and the Center for Food Safety and Applied Nutrition (CFSAN).

3. The Office of Medical Products and Tobacco (OMPT) provides high-level coordination and
leadership across the Centers for drugs, biologics, medical devices, and tobacco products. This
Office also oversees special medical programs.

4. The Office of Global Regulatory Operations and Policy (OGROP) is focused on globalization and
import safety of food and drug production and supply. The Office provides direction and support to
ORA and the Office of International Programs (OIP).

The FDA product Centers are discrete management entities and are responsible for the regulation of a
defined set of products. Their professional staff includes clinical, scientific, and regulatory experts. This
expertise (analytical, laboratory, sampling procedures, subject matter expertise, and industry knowledge)
is available for critical consultation should an emergency or disaster occur. The Centers are responsible
for scientific evaluations, decisions in conjunction with ORA in response-focus based on scientific
evaluations, and policy decisions within their respective program areas. FDA product Centers participate
in emergency operations when the agency response includes, or may include, regulatory activities or
products under their jurisdiction.
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Figure C-1 outlines FDA'’s overall organizational structure and is followed by a brief description of the
emergency functions performed by all responsible organizational components.”” Refer to individual
Center/Office emergency plans and procedural documentation, as applicable, for more detailed

information on emergency actions.
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Figure C-1. FDA Organizational Chart

%" Those FDA organizational components without defined emergency roles or responsibilities are not described within this EOP.
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C.1 OFFICE OF THE COMMISSIONER

The OC (see Figure C-2) provides centralized direction and management services for agency-wide
programs to ensure that FDA’s consumer protection efforts are effectively managed within its legal and
regulatory framework and those available resources are put to the most efficient use. The OC also
provides policymaking, program direction, coordination and liaison, and expert advice to agency leader-
ship and programs in support of FDA’s science-based work. The Office includes the Commissioner and
Deputy Commissioners.

Office of the Chief of Staff

The Office of the Chief of Staff (OCoS) coordinates staff activities in the OC and serves as the principal
liaison to HHS. The Office advises and provides integrated policy analysis and strategic consultation to
the Commissioner and Deputy Commissioners, and other senior FDA officials, on activities and issues
that affect significant agency programs, projects, and initiatives. OCoS provides senior-level leadership
and guidance on issues and actions tied to the agency’s communications with HHS and the White House,

including correspondence for secretarial signatures.
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Figure C-2. FDA OC Organizational Chart
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C.1.1 Office of the Executive Secretariat

The Office of the Executive Secretariat (OES) provides direct support to the Commissioner, including
preparation of briefing material and background information for meetings, correspondence management
and control, and preparation and transmittal of information advisories and alerts to HHS. The Office
develops and maintains information to monitor the Commissioner’s and FDA’s goals and priorities.

In addition, OES is responsible for:

e Dockets Management. The Dockets Management staff will continue to post critical public
information to the Federal Register in accordance with Federal law.

e Freedom of Information Act (FOIA). The Division of Freedom of Information will continue to
respond to new requests and denials, provide appeals and litigation support and FOIA and Privacy
Act policy, and will assist the Office of Media Affairs (OMA) as needed to review possible public
announcements prior to their dissemination.

C.1.2 Office of the Chief Counsel

The Office of the Chief Counsel (OCC) is composed of litigators and counselors. Litigators handle both
civil and criminal cases, participating in case development; drafting pleadings, motions, and briefs; and
conducting discovery and trials. Counselors provide legal opinions to the major programs of the agency—
drugs, foods, biologics, devices, veterinary products, tobacco products, and enforcement. They participate
in rulemaking proceedings, legislative matters, policy deliberations, and international negotiations. In
addition, FDA attorneys are involved in explaining agency programs to Congress, regulated industry, and
the public. In an emergency or disaster, OCC is responsible for, but not limited to, the following
activities:

e Providing FDA organizational components with legal counsel on incident-related regulatory
activities; examples include EUAs, marketing of medical countermeasures, and human subject
protection (HSP).

e Providing FDA organizational components with legal counsel related to sharing of information with
other government agencies and the public with proper protections (e.g., for trade secrets and
confidential commercial information).

e Advising ORA and other relevant agency organizational components on inspections and enforce-
ment matters related to foods, drugs, biologics, medical devices, radiological products, animal
drugs/feed, cosmetics, and tobacco products.

e Coordinating with the HHS Office of the General Counsel (OGC) on FDA-related issues as
appropriate (e.g., on grants and contracts and on legal issues arising from activities of other HHS
Operating Divisions [OPDIVs] in relation to FDA activities).

e Working with other government agencies and their attorneys, Congress, and the U.S. Courts on
FDA-related issues (e.g., the U.S. Department of Justice [DOJ], FBI, Federal Trade Commission
[FTC], USDA, U.S. Environmental Protection Agency [EPA], U.S. Department of State [DOS],
and the U.S. Postal Service [USPS]; State Attorney Generals’ offices; congressional oversight and
appropriations committees; and Federal and State courts).

e Providing legal advice and assistance to the Office of the Secretary on matters within the expertise
of the OCC.
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C.1.3 Office of Legislation

The Office of Legislation (OL) directs and manages FDA'’s legislative needs, pending legislation, over-
sight activities, and congressional relations consistent with the mission of the agency. In an emergency or
disaster, OL is responsible for, but not limited to, the following activities:

e Keeping Congress apprised of FDA actions in coordination with the HHS Office of the Assistant
Secretary for Legislation.

¢ Responding to congressional Requests for Information (RFIs).

e Arranging and supporting congressional meetings, briefings, and hearings.

C.1.4 Office of Policy and Planning

The Office of Policy and Planning (OPP) provides advice to the Commissioner and other key FDA
officials on matters relating to strategic direction, policy, development of regulations and guidance,
legislative issues, planning and evaluation activities, and budget. OPP manages FDA’s Advisory
Committee program, coordinates the publication of agency rules and notices in the Federal Register,
serves as the agency focal point for policy development, and helps ensure agency components adhere to
FDA policies and regulations. This Office participates with the Commissioner in the formulation of the
budget, basic policies, and operational philosophy that guide FDA in effectively achieving its goals and
meeting its responsibilities.

C.1.4.1 Office of Policy

The Office of Policy is responsible for advising the Commissioner and other key agency officials on
matters relating to agency policy and on regulations and industry guidance development.

C.1.4.2 Office of Planning

The Office of Planning develops programs and systems to evaluate overall FDA program accomplish-
ments against objectives and priorities, recommending changes as necessary.

C.1.5 Office of the Counselor to the Commissioner

The Office of the Counselor to the Commissioner provides a leadership role in advocating for and
advancing the Commissioner’s priorities. This Office provides top-level leadership for the development
and management of emergency and crisis management policies and programs for FDA to ensure that a
structure exists for FDA to respond rapidly to an emergency or crisis situation in which FDA-regulated
products need to be utilized or deployed.

C.1.5.1 Office of Crisis Management

OCM serves as FDA’s focal point for coordinating emergency response activities involving FDA-
regulated products and in situations when agency resources need to be used or deployed. It coordinates
intra- and interagency activities related to emergency preparedness and response and security operations.
OCM assists in the development, management, and coordination of incident management policies and
programs for FDA to ensure that a structure exists to respond rapidly and effectively to all hazards. OCM
consists of a Director; Immediate Office; Program Operations and Coordination Staff (POCS);
Emergency Planning, Exercises, and Evaluation Staff (EPEES); and OCM/OEO. OCM/POCS provides
GIS support to the agency and manages the FDA EOC, FDA After-Hours Emergency Call Center,
GeoWeb (a geographic information portal), and the Emergency Operations Network — Incident
Management System (EON-IMS). OCM/EPEES is responsible for emergency plans, exercises, and
evaluation. Additionally, OCM serves as a coordinator to the HHS Office of the Assistant Secretary for
Preparedness and Response (ASPR), providing situational awareness of all FDA-related emergencies, and
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ensures FDA’s emergency operations procedures are in alignment with national and HHS procedures.
During an emergency response, OCM supports the agency with the following activities:

e Provides Offices and Centers with maps and spatial analysis through GIS for use in strategic
planning of agency emergency response activities. Additionally, GIS provides situational awareness
during a response in the form of maps that depict FDA-regulated industry, locations of FDA
response activities, and other areas of interest. GIS allows responders to explore spatial trends in
information and visually communicate information that can support and improve decisions.

o Oversees the FDA After-Hours Emergency Call Center, which provides after normal hours service
for responding to public inquiries and reports related to FDA-regulated products as well as surge
capacity service for managing increased volumes of inquiries due to an incident involving an FDA-
regulated product.

e Manages FDA’s EOC, staffing it with personnel from OCM/OEQ; when the EOC is activated,
OCM augments EOC operations with personnel from relevant Centers and Offices to monitor
emergency situations, triage complaints and alerts, issue MAs to organizational components,
coordinate overall agency response operations, and communicate with external partners requesting
technical and material support.

e Coordinates the agency’s evaluation or after action review of FDA’s responses to emergencies and
crisis situations to determine appropriate internal and external referral for further action and
recommended changes in agency policies and procedures.

e Maintains situational awareness on intelligence matters related to FDA-regulated products.

e Advises and assists key FDA officials on counterterrorism and intelligence matters.

C.1.5.1.1 Office of Emergency Operations

OEO is staffed with emergency coordinators and serves as the central coordination point for the agency’s
response to adverse events, foodborne illnesses, injuries, product tampering, and manmade and natural
hazards. It serves as the agency focal point for emergency preparedness and response operating the 24/7
emergency response system. OEO reviews and assists in the analysis of preliminary information about
threats and hazards and assists in the early recognition and agency notification of emergencies, outbreaks,
natural disasters, and terrorism or other criminal acts. Part of OEO responsibilities is to manage the
national Consumer Complaint System, which monitors reports of problems with FDA-regulated products
for potential emergencies. Another is to participate in weekly National Biosurveillance Integration Center
(NBIC) conference calls sponsored by DHS to provide a secure forum for interagency information
sharing for early recognition of biological events of national concern, both natural and manmade, to make
a timely response possible.

In an emergency or disaster, OEQ’s staff members are responsible for, but not limited to, the following
activities:

e Tracking trends and potential threats associated with FDA-regulated products such as after-hour
calls and consumer complaints.

e Triaging consumer complaints and emergency alerts.

e Coordinating, monitoring, documenting, and reporting on all agency response activities and inter-
agency communications.

e Coordinating resource requirements with headquarters Centers and Offices and issuing assignments
to the field.
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Communicating with Federal Agencies (e.g., HHS SOC, CDC, USDA, DHS, National Oceanic and
Atmospheric Administration [NOAA], EPA) as they request technical and material support from
FDA.

Providing core staff for the operation of FDA’s EOC and liaisons to the HHS SOC.

C.1.6 Office of External Affairs
The Office of External Affairs (OEA) is responsible for the following activities:

Serves as the central point of communication and education about the FDA’s public health and
regulatory activity. This includes the development, coordination, and leadership of all FDA
communications and outreach efforts to the news media, health professionals, patient advocates,
industry, States, consumer groups, and the general public. OEA also serves as the focal point for
internal employee communications, speechwriting, creative and editorial services, and best
practices in digital and Web technology.

Advises the Commissioner, Deputy Commissioners, and other key agency officials on FDA’s
communications to the media, Congress, and the general public on issues that affect agency-wide
programs, projects, strategies, partnerships, and initiatives.

Advises and assists the Commissioner and other key officials on all public information programs;
acts as the focal point for disseminating news on FDA activities and as a liaison with the U.S.
Public Health Service (USPHS) and HHS on public information programs.

Advises the Commissioner, Deputy Commissioners, and other senior staff throughout FDA on
sensitive and controversial programs and initiatives that affect external stakeholder groups;
provides historical expertise and records to inform those decisions.

Provides communication expertise and state-of-the-art digital guidance and tools for application
across the agency.

Serves as a liaison between FDA and health professional and patient advocacy organizations to
solve problems and address concerns these groups have with agency policies and programs related
to human and medical product development and safety.

Web and Digital Media Staff
The Web and Digital Media Staff support the agency during an emergency with the following activities:

Responsible for directing the design, content management, usability, and evaluation of the FDA
website (www.fda.gov). Develops and interprets the agency’s Web policies and serves as advocates
for FDA’s Web presence and catalysts for creative use of the Web and digital media by the agency.

Works closely, as partners, with the FDA Office of Information Management (OIM), which is
responsible for the technical operations of FDA’s website.

Serves as the focal point and contact with the agency, HHS, and other Federal Government website
programs and operations.

Provides direction, strategic planning assistance, and management coordination on agency website
and digital media programs.

Works closely with the website contacts in each of the Centers and principal Offices of the
Commissioner to plan, coordinate, execute, and evaluate the agency’s website operations.

Designs, develops, implements, monitors, and manages information published on the agency’s
website and external digital assets.
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Delivers the agency’s messages to the public via the agency’s website and strategic online partner-
ships in the Government, private, and nonprofit sectors.

Establishes, manages, and monitors the implementation of agency standards for social media.
Provides direction and strategic planning assistance related to social media.

C.1.6.1 Office of Communications

The Office of Communications supports the agency during an emergency with the following activities:

Oversees and directs the agency’s print and online communications and visual identity to ensure
quality and consistency as well as coherence in decision-making and the efficient operation of these
internal functions across the agency and department as a whole.

Acts as the agency’s liaison with HHS for all publications and audiovisual needs; provides pre-
publication clearance of publications, exhibits, and audiovisual materials in accordance with
procedures established by the agency, USPHS, HHS, the Office of Management and Budget
(OMB), and the White House.

Creates and disseminates the agency’s flagship consumer health information, which includes timely
and easy-to-read consumer update articles, videos, and photo slideshows containing the latest on all
FDA-regulated products and practical wellness and prevention information to empower consumers.
Manages the “For Consumers” section of the FDA website.

Directs all aspects of FDA’s internal communications for employees, including the content and
visual strategies for the homepage of the agency’s internal website; creates and coordinates agency-
wide creation of content for reaching employees using a broad range of communications vehicles.

Drafts speeches, informal remarks, talking points, slides, op-ed pieces, and letters to the editor for
the Commissioner. Advises the Commissioner and other senior FDA executives on messages about
FDA'’s public health priorities, initiatives, and crucial priorities.

Manages speaker requests for issues that cut across FDA’s organizational and product lines, as well
as major meetings that involve various FDA Centers and Offices.

Serves as a key resource for historical perspectives as well as records and resources used for agency
communications and programs, including printed and online information, commemoratives,
anniversaries, and milestones.

C.1.6.2 Consumer Health and Constituent Affairs

Consumer Health and Constituents Affairs support the agency during an emergency with the following
activities:

Advises the Commissioner and other key FDA officials on matters related to patients, patient
advocacy, health professionals, consumers, State and Federal activities, and industry issues.

Assists in the planning, administration, development, and evaluation of FDA policies related to
patient advocacy and health professional organizations, consumers, States, and industry on serious
and life-threatening issues.

Serves as a liaison between FDA and stakeholder organizations to educate various constituents on
FDA-related issues and activities.

Provides internal coordination on FDA activities related to patient advocacy, health professional
organizations, consumer groups, State organizations, and industry groups on high-priority topics
such as serious and life-threatening diseases, imminent public health needs, and other special health
issues.

March 2014 36 FDA EOP Section C



FDA Emergency Operations Plan _/é'

e Coordinates and implements policies, programs, and initiatives related to MedWatch, including the
MedWatch Web pages, E-list, RSS [Really Simple Syndication] feed, and Twitter account.

e Ensures patient perspectives are taken into consideration during drug development and policy
issues through the patient representative and patient consultant programs. Encourages and supports
active participation of these groups in forming FDA regulatory policy to ensure the agency’s
decisions are based upon a full range of perspectives.

e Administers MedWatch, the FDA safety information and adverse event reporting program. Also
provides education and information on FDA’s key responsibilities, particularly the drug approval
process, clinical trial design, and expanded access to investigational therapeutic products.

C.1.6.3 Office of Media Affairs
C.1.6.3.1 Media Relations Staff

The Media Relations Staff support the agency during an emergency with the following activities:

e Advises and assists the Commissioner of Food and Drugs and other key FDA officials on all news
media activities; serves as a liaison with USPHS and HHS on news media activities.

e Serves as the agency focal point for preparing, clearing, and disseminating press announcements
and other statements for the news media on agency activities, as well as arranging and facilitating
press conferences, media briefings, media availabilities, interviews, and other news events.

e Establishes policy for and responds to news media inquiries with timely and accurate information;
coordinates and maintains liaison with news media covering FDA activities.

o Facilitates news media interviews with senior agency officials and provides guidance and appro-
priate training to interview subjects on advisable conduct during news media contacts.

¢ Analyzes media coverage, conducts assessments and evaluations of media relations tactics to ensure
objectives were met, and identifies areas for improvement.

e Plans, develops, and implements agency-wide multimedia communications strategies for
disseminating regulatory and educational materials to the public through the news media in support
of the agency’s top priorities and initiatives.

e Provides important daily newsclips about the agency to FDA employees and distributes the Daily
News Media Report to HHS.

e Delegates FOIA denial authority to the Division of Freedom of Information for the agency.

C.1.7 Office of the Chief Scientist

The Office of the Chief Scientist (OCS) serves as the agency’s focus for scientific, medical, and related
activities within the OC. OCS provides strategic leadership, coordination, and expertise to support
scientific excellence, innovation, and capacity to achieve FDA’s public health mission. The Offices
within OCS are as follows: the Office of Counterterrorism and Emerging Threats (OCET), Office of
Critical Path Programs, and the newly established Office of Scientific Integrity (OSI) and Office of
Regulatory Science and Innovation (ORSI). Additionally, the National Center for Toxicological Research
(NCTR) has a direct reporting relationship to the OC and an indirect reporting relationship to OCS.

OCS also supports science and public health activities by effectively anticipating and responding to
counterterrorism and emerging deliberate and natural threats (e.g., CBRN) to U.S. and global health and
security, including through OCET.
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C.1.7.1 Office of Counterterrorism and Emerging Threats

The OCET mission is to facilitate the development and availability of safe and effective public health
emergency medical countermeasures and establish policies to safeguard medical products from adultera-
tion and prevent disruption of supplies as a result of terrorist activities.

OCET provides strategic leadership and coordination for FDA’s counterterrorism and emerging threat
portfolios and works to identify and resolve complex scientific and regulatory challenges facing medical
countermeasure development, approval, availability, and security. Working closely with FDA Centers,
ORA, OCM, OIP, and Federal partners, OCET coordinates FDA’s Medical Countermeasures Initiative
(MCMi), facilitates relevant intra- and interagency counterterroism communications, and coordinates
MCMi emergency use, including EUA, activities.

OCET performs the following essential functions to support FDA’s response to any threat involving use
of medical countermeasures (i.e., drugs, biologics, diagnostics, and medical devices):

e Coordinate and advise senior FDA officials on the portfolio and policy of public health emergency
medical countermeasures.

e Serve as the point of entry to FDA for public health emergency medical countermeasures and
policy communications.

e Facilitate intra- and interagency communications on counterterrorism and emerging threats and
policies related to the use of unapproved medical products or the unapproved use of approved
medical products (e.g., EUA).

e Promote counterterrorism and emerging threats goals and needs in the agency priority-setting
process.

e Develop and implement a comprehensive FDA strategy for counterterrorism and emerging threats.
e Provide strategic input on budget formulation as it relates to FDA’s MCMi.

e Participate in the development of counterterrorism and emerging threats risk communication
strategies.

e Activate and implement FDA emergency response plans as appropriate.
e Participate in the command structure for the IMG.

e Inventory human capital and determine the welfare of staff and need for reassignment of duties
within the office as OCET staff shortages begin to occur.

e Prioritize and address responses to policy issues related to the ongoing crisis.

e Coordinate FDA activities for emergency use of medical countermeasures, including response to
EUA requests.

e Conduct public outreach to stakeholders as appropriate.

e Develop and coordinate internal OCET planning for preparedness and response, including identify-
ing essential functions, identifying essential personnel with adequate tiers for redundancy, and
equipping essential personnel with necessary requirements to complete essential functions from
decentralized worksites.
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C.1.7.2 National Center for Toxicological Research

NCTR conducts FDA mission-critical scientific research to support and anticipate FDA'’s regulatory
needs. This research is targeted to understand critical biological events in the expression of toxicity and to
develop and characterize methods and incorporate new technologies to improve the assessment of human
exposure, susceptibility, and risk. In an emergency or disaster, NCTR is responsible for, but not limited

to, the following activities:
e Responding to RFIs from the Commissioner, other FDA Centers, and Federal Agencies.

e Providing SME consultations to support informed decision-making in responding to health-related
issues associated with the incident.

March 2014 39 FDA EOP Section C



FDA Emergency Operations Plan _/é'

C.2 OFFICE OF OPERATIONS

OO provides executive direction, leadership, coordination, and guidance for the day-to-day operations of
FDA; manages overall budgets and resources; and oversees management and business activities across all
FDA headquarters and field offices. OO also ensures that proper conduct of FDA’s administrative and
financial management activities, including budget, finance, acquisitions, IT, HR, organization, methods,
and similar support activities effectively support program operations. These activities are available
resources to support FDA’s emergency phases. The Offices under OO that report to the Chief Operating
Officer and have responsibilities related to an emergency phase are:

o Office of Business Services (OBS)

e Office of Finance, Budget, and Acquisition (OFBA)

e Office of Human Resources (OHR)

o Office of Facilities Engineering and Mission Support Services (OFEMS)
o Office of Security Operations (OSO)

In the Immediate Office, the Employee Safety and Environmental Management staff in an emergency or a
disaster is responsible for, but not limited to, the following activities:

e Ensuring employees’ safety prior to, during, and while recovering from an emergency event by
providing guidance and available resources to staff.

e Providing subject matter expertise and leadership for radiological emergencies.

C.2.1 Office of Business Services
OBS in an emergency or a disaster is responsible for, but not limited to, the following activity:

e Ensuring effective employee administrative support through Employee Resource and Information
Center (ERIC) Call Center operations.

C.2.2 Office of Finance, Budget, and Acquisition
Cc.2.2.1 Office of Budget

The Office of Budget (OB) is responsible for developing budget formulation plans and organizes and
carries out annual and multiyear budgeting in support of the nationwide public health protection programs
administered by FDA. In coordination with FDA Centers and Offices, OB responds to requests for budget
information, special reports, and exhibits and provides expertise and performs all duties involved with the
formulation, justification, and presentation of FDA budget submissions to HHS, OMB, and Congress. In
an emergency or disaster, OB is responsible for, but not limited to, the following activities:

e Providing expert advice on and managing supplemental budget requests to support unforeseen
expenses during critical periods or events; OB would facilitate this process by working with senior
management and Centers to identify resource needs, implementing the process to formulate the
budget request, providing essential support during the review and clearance process, and
responding to questions from Congressional Appropriations staff and other stakeholders.

o Facilitating that process by conducting outreach and coordinated communications, gathering
information, and communicating with senior FDA management, Centers, HHS, OMB, and
Congressional Appropriations staff.
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c.2.2.2 Office of Acquisitions and Grants Services

The Office of Acquisitions and Grants Services (OAGS) is responsible for negotiating, awarding, and
managing all contracts, cooperative agreements, interagency agreements, grants, administration of the
purchase card program for FDA, MOUs, and technology transfers. OAGS is also responsible for writing
acquisition policy, providing strategic business advice and support to our stakeholders, and liaising with
the HHS Senior Procurement Executive.

Administrative functions, such as payroll, travel, and timekeeping, will be provided by the Administrative
Officer, Director’s Administrative Assistant, and other administrative support personnel.

Cc.2.2.3 Office of Financial Operations

The Offices that comprise the Office of Financial Operations (OFO) plan, direct, and coordinate a
comprehensive financial management operations program for FDA, encompassing the areas of budget
analysis, execution, automated financial systems, fiscal accounting, internal financial audit, financial
services related to accounts payable, travel support and payroll liaison, and financial reporting.

C.2.2.3.1 Office of Financial Management

The Office of Financial Management (OFM) is FDA’s steward of financial assets and resources. OFM
performs the following essential functions to support FDA’s response to an emergency:

e Budget Execution. Apportions funds appropriated by Congress among components and oversees
transfers of funds between components; this includes processing user fees.

e Accounts Receivable — User Fees. Receives user fee payments, which allows FDA’s certification
process to continue.

¢ Financial Statements and Reports. Prepares the agency’s financial statements and maintains its
general ledger.

C.2.2.3.2 Office of Financial Services
The Office of Financial Services is responsible for the following activities:

¢ Directs and coordinates operations for financial services related to accounts payable, travel support,
and payroll liaison.

e Monthly, Quarterly, and Yearly Closing—coordinates month-end, quarter-end, and year-end close
of financial operations within the Unified Financial Management System (UFMS).

e Maintains liaison with the Program Support Center (PSC) and the Defense Financial Accounting
System (DFAS) representatives on issues relating to pay and leave and monitors the processes to
ensure the successful payment to employees.

e When necessary during an event, the Division of Travel Services may oversee the following:
processing of vouchers and traveler’s reimbursements, the GovTrip system, the agency’s Travel
Card and Centrally Billed Account programs, and travel process for all State employees working in
tandem with ORA employees.
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C.2.3 Office of Information Management

OIM enables FDA’s strategic efforts to transform and improve the information systems and infrastructure
needed to support critical agency operations. The Office implements and enhances common systems to
support FDA’s regulated products. It also maximizes the availability and use of information technologies
that increase or enhance electronic access for the public, as well as the full span of FDA’s external and
internal customer base, while maintaining effective security. OIM aligns IT investments to business goals
that fully support core mission and business priorities and reduces costs of existing legacy systems. The
Office consolidates, modernizes, and optimizes FDA’s IT infrastructure and provides the platform
required for the agency to meet IT initiatives and to move towards the bioinformatics era of science-based
decisions.

In an emergency or disaster, OIM is responsible for, but not limited to, the following activities:
e Ensuring the command and control of all reporting to OIM.

e Ensuring data centers (there are four main data centers) are functioning and coordinating with the
appropriate building management to determine the building status.

e Ensuring IT security services are available that are essential to protect FDA’s IT assets and
identifying and applying patches that will address the most critical security vulnerabilities.

e Ensuring the availability of FDA local area network (LAN)/wide area network (WAN) that will be
critical for both field and local users to access agency IT resources.

e Maintaining Internet services that are critical to the agency’s ability to communicate with regulated
industry and providing access to FDA'’s internal and external IT resources.

e Ensuring Active Directory availability to provide authentication services when users log onto FDA
systems.

e Ensuring telephone availability, VVoice over Internet Protocol (\VolP) customer support, and
continuity of agency email/BlackBerry services.

e Monitoring the availability of agency Outlook Web Access (OWA).
e Managing and maintaining IT help desk and application support services.

e Ensuring a Special Routing Arrangement Service infrastructure that will support 16,000 concurrent
broadband users and approximately 350 dial-in users.

e Ensuring FDA staff can perform non-standard queries and data extractions.
e Ensuring agency computer application and file/print services.
¢ Monitoring and maintaining the availability of applications and databases.

e Procuring additional contract services or information system hardware/software components as
appropriate.
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C.2.4 Office of Human Resources
In an emergency or disaster, OHR is responsible for, but not limited to, the following activities:

e Reviewing employee issues related to telework, leave, flexiplace, social distancing, and other HR
issues; assessing the impacts of related decisions, such as building closures; issuing clear guidance
consistent with the Office of Personnel Management (OPM), HHS, and other administration
directives and policies while integrating program priorities and mission requirements; and
maintaining a clear line of communication on both an agency and individual level so that the
implementation of policies is consistent and well understood across FDA.

e Coordinating and liaising with the FDA Office of Financial Services to ensure OHR employees
adhere to any timekeeping updates necessary to continue receiving compensation.

e Providing coordination between FDA management and the Assistant Secretary for Health’s
Commissioned Corps programs; serving the FDA Centers, special assignments, and details to other
organizations and initiatives.

e Providing leadership and direction regarding all aspects of agency-wide HR management.

e Ensuring internal and external customer services continue to be provided.

C.2.5 Office of Facilities Engineering and Mission Support Services
In an emergency or disaster, OFEMS is responsible for, but not limited to, the following activities:

e Ensuring FDA facilities are safe and available for staff and acquiring temporary facilities if
necessary.

e Providing direct interface with the U.S. General Services Administration (GSA) for services in all
leased facilities.

C.2.6 Office of Security Operations

0OSO has responsibility for agency-wide physical and personnel security programs, including the
suitability and National Security Information program. In an emergency or disaster, OSO is responsible
for, but not limited to, the following activities:

e Ensuring the national security clearances of personnel assigned to various EOCs as part of a
response are either sent to or received by the appropriate EOC.

e Providing guidance on the proper handling, marking, processing, and storage of classified
materials.

e Coordinating agency COOP activities, which address how to continue agency operations when the
availability of FDA facilities to accomplish agency work has been impacted by an emergency.

e Ensuring the physical security of all nationwide FDA facilities; the Physical Security Branch may
coordinate with on-duty security guard personnel regarding any temporary staff deployment issues
that may arise during an emergency.
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C.3 OFFICE OF FOODS AND VETERINARY MEDICINE

The FDA Foods and Veterinary Medicine (FVM) Program includes CFSAN and CVM, along with the
food-related activities of ORA and the CORE Network and draws on the resources and expertise of
FDA’s NCTR and key OC staff Offices.

OFVM provides executive leadership and strategic direction to the FVM Programs to protect and promote
the health of humans and animals by ensuring the safety of the American food supply, food additives, and
dietary supplements as well as the safety of animal feed and the safety and effectiveness of animal drugs.
The FVM Program does this by setting science-based standards for preventing food and feedborne
illnesses and ensuring compliance with these standards; protecting the food and feed supply from
intentional contamination; and ensuring that food labels contain reliable information and encouraging
product reformulation to allow consumers to make healthy choices and promote well-being. OFVM is
also responsible for leading FDA’s efforts in responding to foodborne outbreaks and contamination. The
FVM Program leads the implementation of the FDA FSMA. The FVM Program also promotes and
protects the health of humans and animals by regulating the manufacture and distribution of food
additives and drugs that will be given to animals.

The FDA FVM Program protects and promotes the health of humans and animals by:

e Posting vital and important information, emergency messages, and other communication informa-
tion quickly to users via the FDA website, in coordination with OEA.

e Ensuring the safety of foods for humans, including dietary supplements.
e Ensuring the safety of animal feed and the safety and effectiveness of animal drugs.

e Setting science-based standards for preventing foodborne illness and ensuring compliance with
these standards.

e Coordinating foodborne outbreak surveillance, response, and post-response activities related to
incidents involving multiple illnesses linked to FDA-regulated human and animal food and
cosmetic products.

e Protecting the food and feed supply from intentional contamination.

e Ensuring that food labels contain reliable information consumers can use to choose a healthy diet.

C.3.1 Coordinated Outbreak Response and Evaluation Network

The CORE Network is responsible for coordinating foodborne outbreak surveillance, response, and post-
response activities related to incidents involving multiple illnesses linked to FDA-regulated human and
animal food and cosmetic products. Members of the CORE Network at the FDA headquarters level are
assigned on a continuous, full-time basis to multidisciplinary teams that coordinate efforts internally
within FDA, including CFSAN, CVM, ORA, and OFVM, as well as with external stakeholders, including
the CDC, USDA, and State and local health, agriculture, and regulatory agencies. The network is led by
the OFVM Chief Medical Officer (CMO)/Director of CORE, who has the overall responsibility for
leadership and management of FDA’s activities related to incidents of illness linked to human and animal
food and serves as the spokesperson during outbreaks.

CORE Network leadership includes a Deputy Director, who participates fully with the CMO in providing
the leadership, policy development, decision-making, and strategic planning for food-related outbreaks
and food safety issues affecting the public health within the purview of FDA. Additionally, two managers
oversee the areas of Prevention (includes the Signals and Surveillance and Post-Response) and three
Response Teams. Also included in the network are key strategic FDA resources in both the field and at
FDA headquarters (the District Offices and Regional Specialists, the Rapid Response Teams [RRTs] that
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work with State partners; FDA’s OEA; the SMEs at CFSAN and CVM; and others as appropriate). In
specific instances, the CORE Network will work with OCM to determine whether an IMG should be
activated if the response capacity of CORE is exceeded.

In specific incidents, OCM/OEO will be immediately notified if the size, severity, and/or scope of the
response to an incident is above the capacity of CORE. In this case, CORE will request the assistance of
the EOC to activate an IMG to coordinate the response to the incident consistent with the FDA EOP.

C.3.2 Center for Food Safety and Applied Nutrition

CFSAN, in conjunction with the agency’s field staff, is responsible for promoting and protecting the
public’s health by ensuring that the Nation’s food supply is safe, sanitary, wholesome, and honestly
labeled and that cosmetic products are safe and labeled properly. CFSAN has the authority to regulate
establishments that manufacture, process, pack, hold, or grow food involved in interstate commerce,
including manufacturers, distributors, and warehouses. It also determines whether data collected by
another agency or organization are adequate for FDA decisions regarding food and cosmetic issues. In an
emergency or disaster, CFSAN is responsible for, but not limited to, the following activities:

e Collaborating with other public health agencies and industry regarding food contaminants and other
monitoring programs for foodborne illness programs.

e Providing critical information on food safety, food defense, and regulatory issues to consumers,
industry, and other Federal and SLTT governmental and international entities (all levels of the food
chain).

e Protecting human health through regulatory, legal, and administrative actions.

o Participating actively in legal proceedings critical to the safety and defense of the food supply.

e Using import alerts to prevent unsafe food and cosmetic products from entering the United States.
o Facilitating coordination of food contamination investigations between FDA and the States.

e ldentifying foods that are at elevated risk of contamination and investigating the effectiveness of
food processing and preparation practices.

o Developing and disseminating recommendations on measures to prevent the contamination of
FDA-regulated foods and cosmetics.

e Developing and evaluating analytical methods for identifying food and cosmetic contaminants.

o Critically reviewing cases and other regulatory actions sent from the Office of Compliance to
evaluate whether proposed regulatory action is supported by findings and providing policy and
technical input to FDA field investigations.

e ldentifying and training a cadre of CFSAN personnel for potential rapid deployment to the FDA
EOC, to HHS, and to external organizations to provide support for contingency functions.
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C.3.3 Center for Veterinary Medicine

CVM ensures the safety, efficacy, and quality of drugs for animals (including food-producing and
companion animals), animal food and feed, and medical devices used on animals potentially threatened
by an incident. In an emergency or disaster, CVM is responsible for, but not limited to, the following
activities:

e Protecting animal and human health through regulatory, legal, and administrative actions.

e Actively participating in legal proceedings critical to the safety of the food and feed supply.

e Using import alerts to prevent unsafe products from entering the United States.

o Facilitating coordination of meat and milk residue investigations between FDA and the States.

e Providing sponsors and other stakeholders with guidance on the use of animal drugs that serve as
potential medical countermeasures in animals.

e Providing information on critical safety and regulatory issues to stakeholders, consumers, industry,
veterinarians, and other Government officials.

e Collaborating with public health agencies regarding feed contaminant, tissue residue programs, and
other monitoring programs for meat and poultry products.

e Providing information regarding manufacturers’ compliance with Good Manufacturing Practices
(GMPs) and other relevant animal drug product quality issues.

e Providing technical advice and assistance in the assessment of animal drug or feed product possibly
affected.

e Assessing the availability, production capacity, and surge capacity of animal drugs and providing
information on alternative sources of critical products in shortage situations.

e Providing an assessment on the diversion of contaminated human food for animal feed use.

e Providing advice to pet owners regarding animal safety measures.
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C.4 OFFICE OF MEDICAL PRODUCTS AND TOBACCO

OMPT provides executive leadership, management, and policy direction to all FDA medical product- and
tobacco-related programs. The Office exercises, on behalf of the Commissioner, direct line authority over
CDER, CBER, CDRH, and the Center for Tobacco Products (CTP). The Office directs the activities of
FDA’s special medical programs, including OCP, the Office of Orphan Products Development, the Office
of Good Clinical Practice (OGCP), and the Office of Pediatric Therapeutics (OPT). The Office directs
efforts to integrate the programs, as necessary, of CDER, CBER, CDRH, and CTP, and thereby ensure
the optimal use of all available FDA resources and tools to improve the safety and proper labeling of
medical products and tobacco. The Office is responsible for the following activities:

¢ Directs the development of integrated strategies, plans, policies, and budgets to build FDA’s
medical product- and tobacco-related scientific and regulatory capacities and programs, including
recruitment and training of key personnel and development of information systems.

e Represents FDA on medical product- and tobacco-related matters in dealing with the Office of the
Secretary of HHS, the White House, other elements of the Executive Branch, and with Congress.

e In conjunction with the Deputy Commissioner for Global Regulatory Operations and Policy,
represents FDA on medical product- and tobacco-related matters in dealing with foreign govern-
ments and international organizations.

e Directs FDA efforts to build consistency and uniformity in the evaluation for safety and efficacy of
new medical products and new tobacco products.

C.4.1 Office of Special Medical Programs

The Office of Special Medical Programs (OSMP) Immediate Office oversees and coordinates the
program offices that comprise OSMP. The OSMP Immediate Office:

e Provides leadership and direction in the coordination of internal and external review of pediatric
science, safety, ethics, and international issues in accordance with laws and regulations.

e Oversees the implementation of the Orphan Products provisions of the FD&C Act to encourage the
development of drugs of limited commercial value for use in rare diseases and conditions to
promote the public health; the Immediate Office provides leadership in developing and
communicating agency policy on orphan product activities, including protocol assistance,
designation, exclusivity, and grants and contracts.

e Provides leadership and direction on Good Clinical Practice (GCP) and HSP regulation, policy,
harmonization, and outreach activities; the Immediate Office oversees development of regulations
and policy to help ensure protection of human subjects involved in FDA-regulated research and the
integrity of data resulting from such trials.

e Provides leadership and direction on issues involving the regulation of combination products, the
classification of human medical products, and jurisdiction over human medical products; the
Immediate Office oversees development of regulations, policy, procedures, and processes to
facilitate classification of human medical products and the agency’s regulation, review, and
oversight of combination products.

e Provides leadership in management and oversight of FDA Advisory Committees to provide
consistent application of laws and policies applicable to such committees; the Immediate Office
oversees development of policy, procedures, and processes to maintain and improve the agency’s
Advisory Committee program.
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e Evaluates and responds to appeals involving product classification decisions, assignment of
combination product decisions, and orphan product designations.

C.4.1.1 Office of Good Clinical Practice

In general, the mission of the OGCP focuses on longer term policy/regulation development and intra-
agency coordination of issues related to the conduct of clinical trials and the protection of the rights,
safety, and welfare of subjects in FDA-regulated studies. There are, however, several mission-critical
areas for which OGCP is responsible that require daily attention and that may have heightened
importance during an emergency situation, particularly an emergency that directly impacts the conduct of
ongoing clinical trials. These areas include addressing clinical trial/HSP inquiries, questions related to
emergency or compassionate use of investigational articles, trial-specific concerns, EUAs, and coordina-
tion of interagency GCP/HSP issues. Should the emergency situation have a major impact on the conduct
of clinical trials in one or more areas of the country, OGCP could potentially establish an emergency-
specific hotline, as was done in the aftermath of Hurricane Katrina. Major concerns regarding subject
safety could include identification of an accessible clinical site(s) for continued subject care depending on
the specific situation.

C.4.1.2 Office of Combination Products

OCP ensures the prompt assignment of combination products to FDA Centers, the timely and effective
pre-market review of such products, and consistent and appropriate post-market regulation of like
products subject to the same statutory requirements to the extent permitted by law. In addition, OCP is
responsible for determining whether articles are drugs, devices, biological products, or combination
products if their classification is unclear or in dispute. In an emergency or disaster, OCP is responsible
for, but not limited to, the following activities:

e Classifying articles as drugs, devices, biological products, or combination products.
e Assigning an FDA Center to have primary jurisdiction for review of a combination product.
e Ensuring consistency and appropriateness of post-market regulation of combination products.

e Updating agreements, guidance documents, or practices specific to the assignment of combination
products during the incident.

e Working with FDA Centers to implement guidance or regulations to clarify the agency regulation
of combination products.

e Serving as a focal point for combination products issues for internal and external stakeholders.

C.4.1.3 Office of Orphan Products Development

The Office of Orphan Products Development develops and communicates agency policy and makes
decisions on approval of sponsor requests and incentives, including orphan product protocol assistance,
orphan product designation, orphan product exclusivity, and orphan product grants and contracts, to
support clinical research and other areas of agency policy related to the development of products for rare
disorders. It reviews IND and biologics applications and IDEs to locate the existence of products under
investigational study that show promise for effectiveness for rare or common diseases but lack
commercial sponsorship. It assists sponsors, researchers, and investigators in communicating with agency
regulatory officials and expediting solutions to problems in obtaining investigational exemptions or pre-
market approval status.

March 2014 48 FDA EOP Section C



FDA Emergency Operations Plan _/é'

C.4.1.4 Office of Pediatric Therapeutics

OPT coordinates and facilitates all activities of FDA that may have any affect on a pediatric population or
the practice of pediatrics or may in any other way involve pediatric issues. In an emergency or disaster,
OPT is responsible for, but not limited to, the following activities:

e Indirect coordination with CDER’s Office of Surveillance and Epidemiology and CDER’s
Pediatric and Maternal staff (within the Office of New Drugs), and in consultation with CDER’s
Office of Counterterrorism and Emergency Coordination, review and address all adverse event
reporting involving drugs used in the pediatric population.

¢ Indirect coordination with CDRH’s Pediatric Steering Committee and Medical Product
Surveillance Network (MedSun), address emergency issues related to device use in pediatrics.

e Provide consultation and coordination on pediatric issues across Centers and with external groups
and agencies as well as provide representation on groups such as the Public Health Emergency
Medical Countermeasures Enterprise (PHEMCE) working group.

C.4.1.5 Advisory Committee Oversight and Management Staff

The Advisory Committee Oversight and Management Staff (ACOMS) coordinates and facilitates all
activities of FDA that are related to the establishment and operations of FDA’s Advisory Committees.
ACOMS is responsible for seeing that all statutory and regulatory requirements and agency policies are
met when conducting all Advisory Committee meetings, including the screening of members for potential
financial conflicts of interests. In an emergency or disaster, ACOMS is responsible for the following
activities, among others:

e Overseeing the operations of the Centers to obtain the appropriate experts to attend a meeting.
e Assisting the Centers, if necessary, in procuring a space to hold the meeting.

e Assisting the Centers, the Regulations Policy Management staff, and the Associate Commissioner
for Special Medical Programs in publishing public meeting announcements in the Federal Register
and on the FDA website.

o Reviewing the financial interests of all individuals invited to participate in the meeting for potential
financial conflicts of interest. (This is conducted with the assistance of the Centers, the Ethics and
Integrity staff, and the Associate Commissioner for Special Medical Programs. If any members
require waivers to participate, ACOMS coordinates disclosure with the Division of Freedom of
Information and the FDA Web staff.)

C.4.2 Center for Drug Evaluation and Research

CDER ensures the safety, efficacy, and quality of drugs (including prescription and over-the-counter
drugs, both brand name and generic) and therapeutic biological agents for use as medical counter-
measures. In an emergency or disaster, CDER is responsible for, but not limited to, the following
activities:

e Providing sponsors and other stakeholders with regulatory guidance on the development and use of
medical countermeasures against CBRNE agents or emerging infectious threats (e.g., severe acute
respiratory syndrome [SARS] and 2009 H1N1 [swine flu]) when there is no FDA approval for the
product or proposed indication or when another issue would cause the product to be considered
adulterated or misbranded.

e Facilitating communications with manufacturers on adverse event reporting during an emergency.
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Collaborating with public health agencies regarding drug and therapeutic biologic product stockpile
issues, including labeling, appropriate usage, product performance, monitoring, use in special
populations, product expiry (e.g., the Shelf Life Extension Program), and other evolving issues.

Processing EUA requests for drugs and therapeutic biologic agents after a public health emergency
is declared by the Secretary.

Providing information to manufacturers regarding compliance with GMP and other relevant product
quality issues, including extension of product expiry.

Assessing the availability, production capacity, and surge capacity of drugs and therapeutic biologic
products used as countermeasures and providing information on alternative sources of critical
medical countermeasures in shortage situations.

Managing CDER laboratory capabilities.

Monitoring media and marketplace for counterfeit or violative drugs (or advertising) of particular
relevance to the emergency.

Enhanced monitoring and evaluation of adverse events associated with products relevant to the
emergency.

Reviewing public communications related to CDER-regulated products relevant to the emergency.

C.4.3 Center for Biologics Evaluation and Research

CBER ensures the safety, efficacy, and quality of biological products (including blood and blood
products, vaccines, tissues, and cellular and gene therapies) potentially used as medical countermeasures.
In an emergency or disaster, CBER is responsible for, but not limited to, the following activities:

Providing sponsors and other stakeholders with guidance on the use of biological products as
medical countermeasures.

Using sound science and regulatory expertise to review, evaluate, and license new biological
products that are safe, effective, and of high-quality standards.

Facilitating the availability of safe and effective vaccines, blood and blood products, cells, tissues,
gene-therapies, devices, and other biological products used to prevent and treat disease outbreaks.

Collaborating with public health agencies regarding biologics stockpiling issues, including labeling,
appropriate usage, product performance, monitoring, use in special populations, and other evolving
issues.

Ensuring compliance with current GMP for all regulated manufacturers.

Providing regulatory guidance on the use of unapproved products or unapproved uses of approved
products.

Processing EUA requests for biological products after a public health emergency is declared by the
Secretary.

Providing information regarding manufacturers’ compliance with current GMP and other relevant
product quality issues.

Assisting in the assessment of potentially contaminated biological products.

Assessing the availability, production capacity, and surge capacity for biologic products used as
medical countermeasures and providin